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Agenda | Chuong trinh hom nay

Introduction | Gigl thiéu

Lightweight IoT in 2016 | IoT nhoé gon 2016

Bridge Structural Health Monitoring | Giam sat swic khoe két cau cau

Hardware Security | Bao mat phan cing

What is Root of Trust Chip? | Root of Trust Chip la gi?

Remote IoT Software Hardware Authenticity Proof | Bang ching xac thuc

phan cing phan ceng IoT tuw xa

Software Security | BAO MAT PHAN MEM

OTA Software Update Demo | Trinh dién cap nhat phan mém bang OTA

Future Directions and Summary | Dinh hvéng dan trong tvong lai va Tom tat

Root of Trust Chip | Root of Trust
OTA Software Update | Cap nhat phan mém OTA
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SHC

1. INTRODUCTION
1. GIO1 THIEU
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SH Consulting Backgrounds SHC

Past Experience | Kinh nghiém trong qua kh& cda chung toi

Embedded Software and Hardware, Development Tools,
Flash MCU Chips, Video Games, Java Card™
Secure MCU Firmware, FIPS140 Certification

Wireless IoT | IoT khong day

2013 SH Consulting K.K.

2014 SH Consulting Vietnam Company Limited
2016 Lightweight Wireless IoT Product

2019 Integration of RISC-V, FreeRTOS Root of Trust
2021 Bridge Structural Health Analysis etc.
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D AWS
Greengrass
Remote
Firmware
‘t Update
Al etc. (OTA)
@ Linux loT
. 64-bit CPU
Linux MMU >1GB Flash
Root of Trust|| >64GB SSD >4GB
RoT Chip Storage DRAM

DLinux IoT vs. @RTOS loT

@ AWS
loT Core
< Remote
ensor Firmware
Actuator ‘f Update
Data (OTA)
@ RTOS loT
Realtime OS || 32-bit CPU >128KB
(RTOS) No MMU Flash
Root of Trust|| >TMB QPI
RoT Chip Flash >64KB RAM

Power Consumption = 5W ~ BOW

T —
p + -

.

............
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RISC-V Categories e
Danh muc giai phap RISC-V

i Data Center, PC and Linux IoT
' U'ng dung Trung tam D liéu

Performance Important

128-bit ~ Super
RV128 Computer
Hiéu suat la Trong tam
64-bit PC/Server
RV64 Linux

RISC-V ¥ '
Solar Battery Power IoT

IOT dung nang lwvogng mat troi

Power Efficiency
Important

32-bit

RV32 RTOS

Hiéu qua dung nang lugng
la trong tam
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SHC

2. LIGHTWEIGHT 10T 2016
2. 10T NHO GON 2016
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SHC

Sensing air quality near volcano by drone

Cam bién chat lvong khéng khi gan nui lra bang may bay khéng nguai 14

& ~uAD PERT 54

2018/04/15




Volcanic ash detection using pressure sensors &€
Phat hién tro nui lra bang cam bién ap suat

VoIcarJic Eruption of Mt. Sakurajima Phpto: Takahide Sumi
Co thé co dwoc nhiét dd dat p cho quyén F Mt. Sakurajima

Marmot Wireless loT
Marmot loT khéng day
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Lightweight IoT (2016) | IoT khdng day nha gon (2016) ] .

Example of overall system configuration

Gateway Master
Communicates with Slaves
Uploads data to the cloud
PC, Android phone and tablet used for UI

Endpoint Slave (Sensor | Actuator)
Very Light (180grams) \ .
Dry-cell Batteries: batteries level detection Contweight %, | Siave OM «Q/" i

. . . Slave Unit
External/internal wire antenna options @
Built-in temperature, humidity gauges and GPS — used —

Standard I/O: ADC, UART, IZC, SPI’ GPIO volcanic ash detection

Data Viewer

PC | Android phone | Tablet
Check sensor data and control actuators

Example of the operation screen of a
PC connected to the Gateway Master

Due to its lightweight

used for drone transported in disaster areas. Examples of Android

. - smartphone screens connected

(Note) LoRa wireless can operate in Japan, O B Gateway Master

US, Europe and Vietnam temperature and hurmidity
/ P

display)
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SHC

3. SINGLE-SPAN BRIDGE STRUCTURAL HEALTH MONITORING

GIAM SAT sU’'C KHOE CAU TRUC CAU SINGLE-SPAN

The Jindo Bridge in South Korea has 663 wire

Souce: Wiki

(c) SH Consulting KK 2019 2020 2021 2022
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Design Principles for Bridge SHM System SO€
Nguyén tac thiét ké cho hé thong SHM Bridge

Long term use no maintenance
e.g. five years

Full utilization of solar energy
and lithium batteries

Simple deployments and remote
software upgrade

Low annual lease fee for loT box

Use inexpensive components e.g.
RISC-V and custom ASICs

No compromise on system
security

Edge and cloud service stack
with push notification to
smartphones and PCs

S dung lau dai khdng can bao tri
vd: nam nam

S& dung day di nang lwong mat troi
va pin lithium

Trien khai don gian va nang cap
phan mém tw xa

Phi thué hang nam thap cho hop loT
S dung cac thanh phan ré tién, vi
du: RISC-V va ASIC tuy chinh
Khong théa hiép ve bao mat hé
thong

Edge va ngan xép dich vu dam may
vOi thdng bao day t¢i dién thoai
thdng minh va PC

(c) SH Consulting KK 2019 2020 2021 2022 12



loT installation and construction method 1000

Phuong phap lép dit va xay dung loT g
12000
SE5400=2 1000 B500 _ 8500 27000

20500
15900

:
=
=

Expansion joint Backside
Khe co gian Mat sau
: S
F———Linear displacement s;
' -] magnetic switeh=mqun
|| location 2 oal

' Cam bién dich chu

va vi tri 1ap c,"

] ro
mp Ao it
i g * P

Slave Sensor unis
Installation loca |

_—
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Structural Health Monitoring of Bridge Span ®€
Giam sat sirc khoe két ciu ciia nhip cau

Early Prototype | Nguyén mau ban dau

\

(c) SH Consulting KK
2019 2020 2021 2022 ==
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Structural Health Monitoring of Bridge Span S®€
Giam sat sirc khoe két ciu ciia nhip cau

O Lo — Outside temperature and internal girder thermometer 50 Z o

=) S Nhiét do bén ngoai va nhiét ké dam bén trong la0 = 3

m oS | | | @3

o S 130 o

> 3 Q =

C o 120 © &

< - — C

MD» Q. 10 O-I- -

5 & o 22

35 | | | -0 2 S

z a Horizontal displacement caliper: Upper part = =

@ 310 of the abutment g g

a8 | — Thucc cap chuyén vij ngang Phan trén o%
/%’%’ clia tru cau ®

s < =. Q)
- = F )
L - EEEMI 2
—'n" = 33 | cn%
- Q

¢ ‘.}l LD’

| / T

Horizontal dlsplacement caliper: Lower part
-5 =, Of the abutment ]
Thwéc cap chuyén vi ngang: Phan dwdi

Data Source: Yusuke Takano etal., Japan " cuUatrucau

Railway Construction, Japan Transport —10 L S R S A i g1 P i i

Agency, “Behaviour of GRS-integrated 11/1  3/1 7/1 11/1  3/1 7/1 11/1  3/1 15
bridges with long bridge lengths as a 2014 2015 2016

f . f ” 2 1 . . M
unction of temperature” 2016 Long-Term (2+ years) Dynamic Measurement of Horizontal

Displacement of Bridge Span
(c) SH Consulting KK 2019 2020 2021 2022 Ty dong do lwong dai han Vé‘ khoang cach ngang cua ﬁﬁip



Marmot system | Hé théng Marmot 56C

Cloud Services

Terminal Apps Device Management
New Firmware for RISC-V
= wifi, RISC-V
Zf::::olr Data Microcontroller, Long
GPS, Temp, Firmware Update Range Wireless
Humidity etc.

loT Service Terminals

_ \
MQTT | OTA Firmware ‘A loT Device Administrator
Update oo
®

Slave Endpoint Gateway Master

Hardware RoT

920MHz
L -R
Sensors oneTange
Wireless
Actuators
(0)-- (o) |

a
v

g

Long
Range
Controlled devices Wireless
e.g. LED
Sensors / Actuators

Environmental Sensors EnviroRmentaliscnsoks

(c) SH Consulting KK 2019 2020 2021 2022
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HARDWARE SECURITY
BAO MAT PHAN CUNG

(c) SH Consulting KK 2019 2020 2021 2022
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Cyber Attacks against loT - Countermeasures oL, A=

Cac cudc tan cong mang choéng lai loT = Cac bién phdp doi phd Source: Microchips

Software Attacks
DDoS
Malicious Code Injection

Malicious Access to Memory / Keys

Intellectual Property Theft

Communication Attacks
Man-in the middle attacks
Unprotected encryption keys

Vulnerable Firmware Upgrades

Malware replacing genuine
program

Unprotected key storage for
bootloaders

Physical Attacks
Microprobing
Side-channel attacks

Tan céng bang phan mém

DDoS

Chen ma doc hai

Truy cap doc hai vao bd nhd / khda
Trom cap tai san tri tué

Tén cong bang théng tin lién lac
Tan céng bing cach xen gitra
Khéa ma héa khéng duwoc bao vé

Nang cap chwong trinh co s& dé bj tdn
thwong

Phan mém déc hai thay thé chwong trinh
chinh hang

Lwu trit khda khéng dwoc bao vé vao bd
nap khéi déng

Tan cong bang vat ly
L4y théng tin cla bo xu ly

Cac culc ta cén% bang kénh bén
H:) SH Consulting KK 2019 2020 2021 2022

=

=

TrustZone

Secure Boot
TrustZone

Kh&i dong an toan

Crypto Accelerator
Secure Key Storage
Lwu trlr b6 ma hda an toan

Secure Bootloader

Secure Key storage
Hardware Root of Trust

Bo khéi déng an toan

Lwu trlr khéa an toan

Phan cirng gbc cla su tin cay

Chip-level tamper resistance
Silent access
Chéng gid mao cip dé chip

Truy cdp tham lang
18



Separate Chip to protect keys to counter physical and side-channel attack s"c
Chip riéng biét dé bao vé cac phim dé chéng lai cuéc tan cong vat ly va kénh bén

Rootkit attack IOT
Example: meltdown SEIIEE
' ! Dich vu IoT

Specter
Vi du cho tan cdng rootkit
: mealtdown, Specter

IoT

Management
Quan ly loT

Chip opening, peeling, etc.
Microscope, SEM, optical
tester

Mé& chip, bong troc, v.v.
Kinh hién vi, SEM, may
kiém tra quang hoc

General Purpose
Domain

Khu vyc téng quan

IoT

I/F

—

RooT of TrusT
(RoT) »

\

Ar glitches

on reset pin

clock pin
Temperature

Sv bat thuvong trén
chan reset, xung nhip
nhiét dé

@

Performance
Innovation

Poi mai hiéu suat
(c) SH Consulting KK 2019 2020

@

Proven Practices
Tamper Proof

Power analysis
attacks, etc.SPA.
DPA. CPA

Cac cuéc tan cong
phan tich cong suat,

Thyc tién da ghi nhan bang V.V.SPA . DPA .

ching cho sy gid mao

CPA 19



Remote loT Software Hardware Authenticity Proof SHC
Bang ching xac thuc phan cing phan cieng loT ti xa

Reference
Software
And
Hardware
On Premise

Cha”enge: #; AR ANAMA A 9 i i U bl e ootk
Randomized Response: ; A |’Fl{Jr"};r],"",'.Ilf’j;f,‘.illg:jd.‘::f}{’|I"‘~",U¢.LéJ;h‘:)li;-J}hf.rll;.!‘&

Target Software and Hardware

This Research is underway
with NEDO grant

U.S. patent 16/910,103
pending

Remote
Authenticity
Evaluator

Power
: RoT . Programmable
Microcontrollers : )
el mocri]rlf:%riltng < PROOE > Devices

(c) SH Consulting KK 2019 2020 2021 20



Power Supply Board (PSU) SHC
Bang cung cap dién (PSU)

Current Measurement Output for
Six 3.3V Power Rails

Pau ra do lwdng hién tai cho

Sau duwong ray dién 3.3V

Six 3.3V Power Rails

12C Interface Control

S4au duwong ray dién 3.3V + Puong ray mat dat
Diéu khién giao dién 12C

*® " MADE IN JAPAN

PV Panel Inputs Lithium lon Batteries
Pau vao bang PV Pin Lithium lon

(c) SH Consulting KK 2019 2020 2021 2022 21



SHC

~ AN A

?

SOFTWARE SECURITY
BAO MAT PHAN MEM

5
5

22
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Root of Trust S6C

 ForloT placed in public, natural and outdoor spaces, physical attacks cannot be ruled out.

* Secure key storage = Base point of trust = lightweight coprocessor
— Key management, key generation and random number generation functions.

— Has a secure storage area that applies tamper-resistant techniques against physical attacks such as
decomposition stripping, and side-channel attacks such as current analysis.

— Provides a modular environment for integrating key provisioning, secure boot, firmware upgrades,
authentication and other secure services into the MCU platform.

Poi v&i loT dwoc dat trong kndng gian cong cOng, tw nhién va ngoai troi, khndng
thé loai trir cac cudc tan Cong vat ly.
Lwu trir khéa an toan = Diém tin cay co ban = bd dong x& Iy nho gon
— Chtrc nang quan ly khda, tao khoa va tao sb6 ngiu nhién.
— Co6 khu vye lwu trlr an toan ap dung cac ky thuat chdng gia mao chdng lai cac cudc tan cong vat ly
nhu loai bd phan tach va cac cudc tan céng kénh bén nhw phan tich hién tai.

— Cung cap mai trwrng mo-dun dé tich hop cung cép khéa, khéi déng an toan, nang cap chwong
trinh co s@, xac thyc va cac dich vu bao mat khac vao nén tang MCU.

(c) SH Consulting KK 2019 2020 2021 2022 23



Root of Trust Chip
= Secure Microcontroller

create device certificate with below advantages:

— Generate shorter key, lower power consumption and lower on memory
usage
e Root of Trust chip duwgc dung trong nhirng hé thong loT cla
ching t6i gan day de tao chirng chi cho thiét bj v&i nhirng thuan
loi sau:
— Tao ra khéa ngan hon, tiéu thu it ndng lvgng va dung bd nhd nho hon.

(c) SH Consulting KK 2019 2020 2021 2022 24



Cloud Database  Cloud IoT Device Management  Cloud IoT Service

1 A
[ A \ [ \

AWS IoT Core OTA Software Upgrade Architecture
Kién trdc nang cap phan mém AWS IoT Core OTA

IoT OTA
Device —— Streaming —— Update —— Streaming «——~MQTT
Firmware 15b
4 A
IoT Device
RISC-V SoC
Hardware with WiFi
Root of Trust
Serial Bus
PKCS#11
APIs
RISC-V
= Microcontroller
Dlgltal Bus
Digital Certificate ISeriaI .
IoT Certificate

Admin Other

Microcontrollers

O

(c) SH Consulting KK 2019 2020 2021 2022
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*) PAL = Physical Abstraction Layer

SHC

Cloud IoT Service

\
[ |

Cloud
IoT App

OTA Agent
OTA PAL*

TLS | MQTT

Device
Audit | Log

Environmental
Sensors

25
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6. OTA SOFTWARE UPDATE DEMO
6. TRINH DIEN CAP NHAT PHAN MEM OTA



DEMO 1 : OTA FOR ESP32 C3 RISC-V WIFI Module S®€

- ESP32 C3 RISC-V wifi module is used in the Marmot System.
RISC-V Wifi la mdt phan cta hé théng Marmot.

- Is used to connect system to loT AWS with Root of Trust.
Puoc dung dé két ndi an toan vdi loT AWS.

- The firmware can be upgraded by OTA.

Chuong trinh cd thé duoc ndng cdp qua mang.

loT Device
RISC-V IoT Running RTOS :;V(‘:' \F/Im"x’a:sio:/
-V wifi, -
Secure Microcontroller A .
Hardware Root of Trust 2.4GHz OTA _./ CloudloT \+--- Q Microcontroller, Long
) -~ . = Range Wireless
o—_— - Service
Yo *~ R
° |
I
i
1
1
E RISC-V Flash § J i
: i 8 Crucial Data, N loT Device Manager
) GPS, Temp,
Humidity etc.
loT Service
e.g. LED

(c) SH Consulting KK 2019 2020 2021 2022 27



DEMO 2 : OTA FOR GD32V RISC-V MCU 56C

- GD32V is main controller of Marmot system.
Pay Ia bo x& ly chinh cta hé thdng Marmot.
- Can be upgrade firmware using OTA though RISC-V wifi module by UART.
C6 thé nang cap chwong trinh qua mang thédng qua khoéi RISC-V Wifi dung UART.

loT Device
. New Firmware for
RISC-V loT Running RTOS RISC.V wifi. RISC.V
-V wifi, -
Secure Microcontroller .
Hardware Root of Trust 2.4GHz OTA e Cloud loT *___a alllcrocon.trc;ller, Long
oy " Service ® ange Wireless
o .-
=y 4
° |
1
i
1
: -
i ; . B
Crucial Data, — loT Device Manager
GPS, Temp,
Humidity etc.
loT Service

(c) SH Consulting KK 2019 2020 2021 2022 28



DEMO 3 : DIGTAL CALIPER DEMO FOR STRUCTURAL HEALTH GﬂC
MONITORING -

VietNam_RISC_V_Demo Jan_15 2022

This demo shows a technical element of Marmot System, transmission of data to cloud.
Trinh dién nay cho thay mot phan ky thuat hé thdng Marmot, truyén dir liéu dén cloud.

Lora Slave Module sends data from digital caliper connected to a physical structure to

Marmot System and then upload to AWS loT. User can see behavior of digital caliper with
web app.

Dt liéu tir thude kep s6 cai dugc két ndi vat ly védi khodi Lora Slave duoc goi den
Marmot dung Lora va sau dé s& dugc gé&i lén AWS loT. Nguwdi dung cé thé
quan sat duoc trang thai cla thudc kep s6 bang mdt &rng dung web.

(c) SH Consulting KK 2019 2020 2021 2022 29



7. FUTURE DIRECTIONS AND SUMMARY
7. PINH HUONG TRONG TUONG LAI VA TOM TAT
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Marmot IoT services | Dich vu Marmot [oT

Services | Dich vu Present Status | Hién trang

SHC

Future Directions | Dv dinh trong tuong
lai

Unit Installation | Cai dat don Supplier Configures and Install units

Vi

Application Development |
Phat trién &ng dung

Cloud Connectivity | K&t nai
dam may

Transaction Logging | Ghi
nhat ky trao déi

Cloud Storage, Data
Visualization, Al etc. | Luu
trir d@m may, Trywc quan hoda
dir lieu, AI, v.v.

IoT Security Management |
Quan ly bdo mat IoT

Maintenance | Bao duéng

(c) SH Consulting KK 2019 2020 2021 2022

| Cau hinh cho nha cung cap va cai
dat thiét bj

Supplier Provides Customer
Applications | Nha cung cap da cung
cap wng dung cho khach hangvx

PC or Raspberry Pi provides WiFi or
Ethenet connectivityy<| PC hosic
Raspberry Pi cung cap két nai WiFi
hoac Ethernet

Gateway Master logs as custom
feature| Gateway Master ghi nhat ky
dwéi dang tinh nang tuy chinh

Cloud service leverages VB Sync
IoT ¥ % | Dich vu ddm may tan dung
VB Sync IoT

Standard Network Security | An ninh
mang tiéu chuan

Replace Dry-Cell Batteries every 1to
6 months | Thay pin Dry-Cell sau
méi 1dén 6 thang

Customers configure and install units | Cau
hinh khach hang va cai dit don vi

Customer programs device using APIs |
Khach hang lap trinh thiét bi véi API

Gateway Master provides LTE, WiFi and
Ethernet connectivity | Gateway Master
cung cap két néi dung LTE, WiFi va
Ethernet.

Master and Slave log transactions to their
flash memories | Nhat ky trao dai cia
Master va Slave dugc gai dén bs nhé flash

Leverages AWS IoT Core, S3 and Lambda
¥¢ | Tan dung AWS IoT Core, S3 va
Lambda

Root of trust chip stores device keys.
Malware detection circuit. | Root of trust
chip lvu tri cac khoa thiét bi. Mach phat
hién phan mém daéc hai.

Up to 5 years of service period using Solar
Power | Thoi han sir dung I1én dén 5 nam
st dung nang lvgng mat troi

31



5SHC
/. Summary

7. Ban tdm tat

n contrast to Linux, RTOS consumes less power and can
pe powered by solar, lithium, etc.

~or loT device security, root-of-trust chips are being
Integrated.

. We are conducting a research of remotely detecting
malware and hardware implant by measuring chip current.

RTOS device authentication and OTA software update are
INn progress.

. We are contemplating a custom ASIC chip with open
silicon.

(c) SH Consulting KK 2019 2020 2021 2022 32



5S6C
/. Summary

7. Ban tdm tat

Nguoc lai vai Linux, RTOS tiéu thu it dién nang hon va co
thé duvoc cung cap nang luong bang nang lvong mat troi,
lithium, v.v.

Poi voi bao mat thiét bi loT, cac Root of trust chip dang
duoc tich hop.

Chudng t6i dang nghién ctu kha nang phat hién phan mem
déc hai bang cach do dong dién cuaa chip.

pang thuc hién xac thuc thiét bi RTOS va cap nhat phan
mem tir xa khéng day.

chidng t6i dang c6 ké hoach thiét ké chip MCU an toan vdi
silicon ma.

(c) SH Consulting KK 2019 2020 2021 2022 33
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THANK YOU

These PSU boards are currently characterized.
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