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® https://ci.nii.ac.jp/naid/40022255769
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What is TEE (Trusted Execution Environment)?

® TEE is one of CPU’s execution environments
isolated form OS

® Caution: TEE is not only-one isolated execution
environment

® SMM, Intel ME, and TPM are also isolated from OS.
® TEE is different from others because it is programmable

User
Programmable]

CPU/Product
Vendor

Intel ME
AMD PSP

|_ Secure Element
TPM
(another chip)

BIOS/UEFI
Vendor

and opened for normal user.
® TEE separates the execution environment into 2 worlds

® Normal World (i.e., REE: Rich Execution Environment) for normal OS and apps

® Secure World (i.e., TEE: Trusted Execution Environment) for critical

Secure World Normal World

® Available Hardware: ARM TrustZone, Intel SGX, AMD SEV, and RISC-V

apps.

Secur

Physi
ity Resear h Center

Service Provider/
User

TEE

Intel SGX

AMD SEV

ARM TrustZone
RISC-V Keystone

4



‘TRASIO

Academia<

RISC-V TEE

RISC-V TEE implementations

(@ Sanctum [MIT,USENIX Sec’16]

® TIMBER-V [Graz University of Technology, NDSS’'19]
® MI6 [MIT,MICRO'19]

® Keystone [UC Berkeley, EuroSys’20]

® HECTOR-V [Graz University of Technology, arXiv'21]
*® CURE [Technische Universitat Darmstadt, USENIX Sec’21]

Industry {0 MultiZone [HexFive]
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Problem of TEE (Root of Trust) 1/4

® TEE is just an isolated execution environment and cannot be a Root of Trust.
® Root of Trust keeps keys and certificates and muse be Secure CoProcessor.
® Remote Attestation must be based on Root of Trust.

® Example of Root of Trust
® Intel SGX has Intel ME(Management Engine). Intel Quark x86-based (32bit)
® AMD SEV has PSP(Platform Security Processor). Arm Cortex-A5 (32bit)

® Arm TrustZone needs an extra IP
® CryptCell(Discretix -> Arm) @ CryptoManager (Rambus) @ Secure Element
® Apple M2
® RISC-V needs an extra IP
® Rambus RISC-V CryptoManager @ Silex Insight Secure Root of Trust
® OpenTitan (Open Source)

We cannot verify them and need to trust them. :
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Problem of TEE (Programing) 2/4

® Each TEE has each SDK for programing

® Intel SGX
® Intel SGX SDK
® Open Enclave (Microsoft)

® Asylo (Google)
® AMD SEV ‘
® Asylo (Google)
® Enarx (Redhat)
® Arm Cortex-A TrustZone
® Open Enclave (Microsoft)
® GlobalPlatform (GP) TEE Internal API
® RISC-V Keystone
® Keystone SKD
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Problem of TEE (TA Management) 3/4

® I[s a TA installed, updated, and deleted safely?
® A TA is developed by a third party (e.g., video supplier, bank), but the supplier and
client want to confirm the safety each other.
® From the view of platform (TEE Edge device)
® [s the TA trustable? Is the download server trustable?
® From the view of TA
® [s the platform genuine (no tempered)?

&

rity Research Center
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Problem of TEE (Remote Attestation) 4/4

® Does a genuine TA run on a genuine platform (no tempered)?

® Remote Attestation is a mechanism to certificate platform and TA.
® Basement of install/update/delete (problem 3)

&
Device keys and certificates must be managed by Root of Trust.
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Security Technologies offered by TRASIO

‘TRASIO =L AIST

® Hardware
1. Trusted-RV Platform (64-bit RISC-V + 32-bit RISC-V Secure CoProcessor)

® Software
2. TEE's Programing Environment: GlobalPlatform TEE Internal API
3. TA Management Framework: TEEP(Trusted Execution Environment Provisioning)
4. Remote Attestation

10
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Normal RISC-V

Rocket (4
cores)

Normal

® Rocket cores are assumed.

11
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Keystone enabled RISC-V

Rocket (4 cores) ® PMP (Physical Memory
Protection) isolates memory.
Dotted line indicates an Enclave.
® One Secure Monitor in M mode

® One OS (Linux) in REE

® Two Enclaves in TEE

Enclave
Normal Normal

f Enclave
Trusted

12
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Keystone with Secure CoProcessor
Trusted RV
AppCore (4 cores)

Role of SU (Secure Unit)
_____________ ® Keeping Keys
E”C'avf\l — ® Keeping Certificates

® Secure Boot Management

Secure Unit (1 core

N N N N S . -=----= — ---_= ----= = ------ I Secure Secure
nterrupt Appl App2

Il

Zephyr

nared viemor
13
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FPGA Implementation
|
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Simulator

® Based on Imperas RISC-V
simulator

® Used for system software
development

@ AIST
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Activities 108 19 14:12

trasioOVPsim/SiFive FU540/uartd - o @ trasioOVPsim/SecureUnit/uart0

Window for AC (RV64GC)
Linux (Debian)

Window for SU (RV32IM)
Zephyr
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Software structure for Secure CoProcessor

® The communication is limited

® (Normal App) -> (Secure Monitor) -> (Trusted App) -> (Secure Monitor) -> (Zephyr) -> (Secure App)
® No direct access from Normal App / Linux is not allowed.

® Trusted App and Secure App must not leak critical information.
® design depends on use case because TEE is powerful 64RV and SU is low power RV32.

Trusted RV

‘TRASIO L AIST

AppCore (4 cores)

\
Enclave [ Enclave { Enclave
Normal Trusted I Trusted

Secure Unit (1 core

Secure Secure
_ _App1 App2

Zephyr

16
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Layer of TEE and Secure CoProcessor

0 layer REE only
* No isolated environment
* No hardware tamper-proof
» Critical data and processing are not protected

17
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CO m pa rlson Of RISC_V SeCU re CO Processor *this table is not complete.

Core Ibex Custom Andes N22 Custom
(RV32IMC/EMCQC) (RV32IMQC) (RV32IMAC/EMACQC) (RV32IM)
M/U Mode M/S/U Mode M or M/U mode M mode
0S Tock OS Zephyr i Zephyr
Comm to Main SPI GPIO/SPI --- GPIO
Shared Memory
Accelerator AES,SHA AES, SHA AES, SHA Not yet ***
Peripherals Timer, RNG Timer, RNG RNG Timer, RNG, Flash
Anti-tampering Yes? Yes Yes Not yet
Target Key Management, Key Management, Key Management, Key Management,
Secure Boot, OTA Secure Boot, OTA, User App Secure Boot, OTA Secure Boot, OTA
Misc. QEMU support FIPS 140-2 Level 2 FIPS 140 2 level 3 Design with TEE

PUF for Unique Key (Different part
from OpenTitan)
*** We have developed the accelerator for SHA-3 and Ed25519 for quick boot.
“Quick Boot of Trusted Execution Environment With Hardware Accelerator”, IEEE Access 2020 https://ieeexplore.ieee.orq/document/906472§8
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Security Technologies offered by TRASIO

® Hardware

1. Trusted-RV Platform (64-bit RISC-V + 32-bit RISC-V Secure CoProcessor)
® Software

2. TEE's Programing Environment: GlobalPlatform TEE Internal API

3. TA Management Framework: TEEP(Trusted Execution Environment Provisioning)
4. Remote Attestation

19
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TEE's Programing: GlobalPlatform TEE Internal API

® GP TEE Internal API does not depend on CPU architecture and is used by
many Smartphones
® kinibi (Trustonic)
® Kinibi runs on 1.7 billion devices [USENIX Sec20,PARTEMU]
® QSEE (Qualcomm)
® 60% Android phones uses SQEE as of 2019 [USENIX Sec20,PARTEMU]
® OP-TEE(Linaro)
® Open-source implementation.
® We have developed some applications with GP API on OP-TEE and want
to port them to Intel SGX and RISC-V Keystone.

20
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What we did for Keystone and SGX
® \We designed the GP internal API library to be portable.
® We utilize SDK to implement a library which offers new abstraction.
® The library is ported to Intel SGX as well as RISC-V Keystone.

<<

® Implementation Challenge
® Some APIs depend on hardware.
« We separate APIs into hardware dependent / independent.

® Integrate GP TEE Internal APIs to Keystone SDK

Keystone SDK includes EDL (Enclave Definition Language) named “keedger”.

EDL creates the code for communication (request from TEE to REE) to check the
pointer and boundary.

21
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The specification of GP TEE internal API

GL<BALPLATFORM

THE STANDARD FOR SECURE DIGITAL SERVICES AND DEVICES

GlobalPlatform Technology
TEE Internal Core API Specification
Version 1.1.2.50 (Target v1.2)

Public Review
June 2018
Document Reference: GPD_SPE_010

340/ 341 TEE Intemnal Core AP| Specification — Public Review v1.1.2.50 (Target v1.2)

TEE Intemal Core AP|

1 — Public Review vi.1.2.50 (Target vi.2)

Cyber Physical

Security Research Center

Functions by Category

Asymmetric
TEE_AsymmetricDecrypt, 211
TEE_AsymmetricEncrypt, 211
TEE_AsymmetricSignDigest, 212
TEE_AsymmetricVerifyDigest, 216

Authenticated Encryption
TEE_AEDecryptFinal, 210
TEE_AEEncryptFinal, 208
TEE_AEInit, 205
TEE_AEUpdate, 208
TEE_AEUpdateAAD, 207

Basic Arthmetic
TEE_Bigintadd, 261
TEE_BigintDiv, 266
TEE_BigintMul, 264
TEE_BigintNeg, 263
TEE_BigntSquare, 265
TEE_BiglntSub, 262

Cancellation
TEE_GetCancellationFlag, 103
TEE_MaskCancellation, 105
TEE_UnmaskCancellation, 105

Converter
TEE_BigintConvertFromOctetString, 250
TEE_BigintConvertFromS32, 252
TEE_BigIntConveriToOctetString, 251
TEE_BigIntConveriToS32, 253

Data Stream Access
TEE_ReadObjectData, 168
TEE_SeekObjectData, 173
TEE_TruncateObjectData, 172
TEE_WriteObjectData, 170

Deprecated
TEE_ClosefndDeletePersistentObject, 224
TEE_CopyObjectAtiributes, 333
TEE_GetObjectinfo, 330
TEE_RestrictObjectUsage, 332

Fast Modular Multiplication
TEE_BigimtComputeFMM, 230
TEE_BigimtConvertFromFMM, 278
TEE_BigintConverfTorMM, 278

Generic Object
TEE_CloseObject, 133
TEE_GetObjectBufferittribute, 130
TEE_GetObjectinfo (deprecated), 330
TEE_GetObjectinfot, 127
TEE_GetObjectValusAttribute, 132
TEE_RestrictObjectUsage (deprecated), 332
TEE_RestrictObjectisage1, 128

Genaric Operation
TEE_AllocateOperation, 180
TEE_CopyOperation, 183

TEE_FreeOperation, 184
TEE_GetOperationinfo, 185
TEE_GetOperationinfoMultiple, 186
TEE_lsAlgorithmSupported, 184
TEE_ResetOperation, 128
TEE_SetOperationkey, 180
TEE_SetOperationkey2, 181

Initialization
TEE_Bigintinit, 248
TEE_BigintinitFMM, 240
TEE_BigintinitFMMContext, 247, 335

Intemal Client AP
TEE_CloseTASession, 97
TEE_InvokeTACommand, 00
TEE_OpenTASession, 98

Key Derivation
TEE_DeriveKey, 219

Logical Operation
TEE_BigintCmp, 254
TEE_BigintCmpS32, 254
TEE_BigintGetBit, 257
TEE_BigintGetBitCount, 257
TEE_BigintShiftRight, 256

MAC
TEE_MACCompareFinal, 204
TEE_MACComputeFinal, 203
TEE_MACInit, 201
TEE_MACUpdate, 202

Memery Allocation and Size of Objects
TEE_BigintFMMContextSizeinU32, 244
TEE_BigintFMMSizelnU32, 245
TEE_BigintSizelnU32 (macro), 243

Memory Management
TEE_CheckMemoryAccessRights, 107
TEE_Free, 116
TEE_GetInstanceData, 111
TEE_Malloc, 112
TEE_MemCompare, 112
TEE_MemFill, 118
TEE_MemMove, 117
TEE_Realloc, 114
TEE_SetInstanceData, 110

Meszage Digest
TEE_DigestDoFinal, 196
TEE_DigestUpdate, 195

Modular Arithmetic
TEE_BigintAddMod, 280
TEE_sigintinviod, 273
TEE_BigintMod, 268
TEE_BigintMulMod, 271
TEE_BigintSquareMod, 272
TEE_BigintSubMod, 270

Other Arithmetic
TEE_BigintComputeExtendedGed, 276
TEE_BigIntlsProbablePrime, 277
TEE_BigIntRelativePrime, 275

Panic Function
TEE_Panic, 85

Persistent Object
TEE_CloseAndDeletePersistentObject

(deprecated), 334
TEE_CloseAndDeletePersistentObject1, 160
TEE_CreatePersistentObject, 155
TEE_CpenPersistentObject, 153
TEE_RenamePersistentObject, 161

Persistent Object Enumeration
TEE_AllocatePersistentObjectEnumerator, 162
TEE_FreePersistentObjectEnumerator, 162
TEE_GetMextPersistentChject, 168
TEE_ReszetPersistentObjectEnumerator, 164
TEE_StartPersistentObjectEnumerator, 165

Property Access
TEE_AllocatePropertyEnumerator, 77
TEE_FresPropertyEnumerator, 78
TEE_GetNextProperty, 82
TEE_GetFroperyAsBinaryBlock, 74
TEE_GetFropertyAsBool, 71
TEE_GetPropertyAsldentity, 76
TEE_GetPropertyAsString, 70
TEE_GetPropertyAslUaz, 72
TEE_GetPropertyAsUB4, 73
TEE_GetPropertyAsUUID, 75
TEE_GetPropartyName, 81

TEE_ResetPropertyEnumerator, 30
TEE_StartPropertyEnumerator, 78

Random Data Generation
TEE_GenerateRandom, 222

Symmetric Cipher
TEE_CipherDoFinal, 200
TEE_Cipherinit, 197
TEE_CipherUpdate, 198

TA Interface
TA_CloseSessionEntryFoint, 62
TA_CreateEntryPoint, 58
TA_DestroyEntryPoint, 50
TA_InvokeCommandEntryPoint, 63
TA_OpenSessionEntryPoint, 60

Time
TEE_GetREETime, 230
TEE_GetSystemTime, 234
TEE_GetTAPersisteniTime, 236
TEE_SetTAPersisteniTime, 2328
TEE_Wait, 235

Transient Object
TEE_AllacateTransientObjact, 134
TEE_CopyOhjectAtiributes (deprecated), 333
TEE_CopyOhjectAtiributes1, 147
TEE_FreeTransientObject, 138
TEE_Generatekey, 140
TEE_InitRefAttribute, 145
TEE_InitWalusAtiribute, 145
TEE_PopulateTransientObject, 140
TEE_ResetTransientObject, 135

29 categories
131 functions

Copyright @ 2011-2014 GlobalPlatform, Inc. All Rights Reserved.

The technology provided or deseribed herein is subjeet to updates, revisions, and extensions by GlobalPlatfors. Use of this
information is gooerned by the GlobalPlatform feense qgreement and any wse inconsistent with that agreement i strictly

prohibited.

Copyright @ 2013-2018 GlobalPlatfarm, Inc. All Rights Reserved.
The tochnaligy provided ar described hersin is subject o updates, revisions, and extenaions by GhbalPlatarss. Use of this

information is governed by the ZlobalPL lioense
prohibited.

i and any wse with thad i stracily
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Table &-1:

Cipher Suite

Supported Cryptographic Algorithms*

Algorithm Type

Supported Algorithm

Digests

MD5
SHAA
SHA-258
SHA-224
SHA-384
SHA-512
SM3-258

@AIS T

Cyber Physical
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Table &-2: Optional Cryptegraphic Algorithmes:

Symmetric ciphers

DES
Triple-DES with double-length and triple-length keys
AES

Shid
Mezsage Authentication Codes DES-MAC
{MACSs) AES-MAC

AES-CMAC

HMALC with one of the supported digests

Authenticated Emcryption (AE)

AES-CCM with support for Additional Authenticated Data [AAD)
AES-GCM with support for Additional Awhenticated Data (AAD)

Asymmetric Encryption Schemes

RSA PRCS1-V1.5

Algorithm Type Algorithm Mame | When Supported

Asymmetric Signature Schemes on ECDSA Ay of the curves im Table 8-14 for

QENSTc Cune types which "generic” is Y

Fey Exchange Algorithms on genenic ECDH Any of the curves im Table 8-14 for

cune types which "generic” is Y

Asymmetric Signature on Edwards ECZE518 Amy Edwards curse is suppaorted

Curnves

Keay Exchange Algorithms on Edwards X25519 Amy Edwards curse is suppaorted

Curees

Vanous asymmetnc Elliptic Curve-based | SM2 SM2 is supported

cryptographic schemes using the Sk2

Cune.

Varous signature and HMAC schemes SM32 52 is supported (SM2 support

based on the SM3 hash function. implies support for SM3. See
Table 4-14).

Various symmetric encryption-basad kg 52 is supported (SM2 support

schemes based on Shi4 symmetric
encryplion

implies support for 4. See
Table 4-14).

RSa QAEF
Asymmetric Signature Schemes DSA
RSA PRCS1-V1E
RS54 PSS
Hey Exchange Algorithnms Diffie-Hellman

23
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Separate GP TEE Internal API

® Hardware dependent
® Random Generator, Time, Secure Storage, Transient Object(TEE_GenerateKey)
® Hardware independent (Crypto)
® Transient Object(exclude TEE_GenerateKey), Crypto Common, Authenticated Encryption,

Symmetric/Asymmetric Cipher, Message Digest

Reference

@ AIST

CPSEC|

Category CPU Functions
(In)Dependent
Random Number Dependent TEE_GenerateRandom
Time Dependent TEE_GetREETime, TEE_GetSystemTime
Secure Dependent TEE_CreatePersistentObject. TEE_OpenPersistentObject. TEE_ReadObjectData, TEE_WriteObjectData,
Storage TEE_CloseObject
Transient Object Dependent TEE_GenerateKey,
Independent TEE_Allocate TransientObject.  TEE_FreeTransientObject, TEE_InitRefAttribute, TEE_InitValue Attribute,
TEE_SetOperationKey
Crypto Common Independent TEE_AllocateOperation, TEE_FreeOperation
Authenticated Independent TEE_AEInit, TEE_AEUpdate AAD, TEE_AEUpdate, TEE_AEEncryptFinal. TEE_AEDecryptFinal
Encryption
Symmetric Cipher Independent TEE_Cipherlnit, TEE_CipherUpdate, TEE_CipherDoFinal
Asymmetric Cipher | Independent TEE_AsymmetricSignDigest, TEE_AsymmetricVerifyDigest
Message Independent TEE_DigestUpdate, TEE_DigestDoFimnal
Digest

Cyber Physical
Security Research Center

1. Library Implementation and Performance Analysis of GlobalPlatform TEE Internal API for Intel SGX and RISC-V
Keystone[TrustCom2020] nttps://conferences.computer.org/trustcompub/pdfs/TrustCom2020-4sgfK5r538MStgrShyle8b/438000b200/438000b200. pdf

2. Portable Implementation of GlobalPlatform API for TEE[RISC-V Global Forum 2020]
https://riscvglobalforum2020.sched.com/event/dO37
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Security Technologies offered by TRASIO

® Hardware
1. Trusted-RV Platform (64-bit RISC-V + 32-bit RISC-V Secure CoProcessor)

® Software
2. TEE's Programing Environment: GlobalPlatform TEE Internal API
3. TA Management Framework: TEEP(Trusted Execution Environment Provisioning)
4. Remote Attestation

25
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TEEP(Trusted Execution Environment Provisioning)

® TEEP is a protocol to manage TA(Trusted Application) to Install/Update/Delete.
® Caution: Execution is out of scope because it depends CPU Architecture.

o +

| Device | Trusted Component

| e mm—————%¢ | Signer Cardinality & Location of
| -------------- + | ----------- + Location of Private Key Trust Anchor
| TEE-1 | | TEEP  |--------- + | Purpose Private Key Signs Store

| | #------ + | +----| Broker | | | +--------+ | = mmmmmmmmmmmmmmmmmm mmmmmmmmmem mmmmmmmmmmmem mmmmmm oo
| TEEP I | <---+ | | +-=| <+ Authenticating TEE 1 per TEE TEEP responses TAM

| Agent |e----+ | | | | +-| TAM-1

| ]+ + | | <=+ | | +-=] | <-+ Authenticating TAM 1 per TAM TEEP requests TEEP Agent
| | b e

| ] +---+ +---+ | || | TAM-2 | Code Signing 1 per Trusted TA binary TEE

| +--=|TR |TAz| | Fmmm | | Fmmm - + Component

| | |e--------- | 2pp-2 |--+ | | Signer

|| | +---+ e tomm -+ | ] Device Administrator

I ______________ * I App-1 I I Figure 4: Signature Keys
| | e

| I .

| Fommmoes |

e - +

Figure 1: Notiomnal Architecture of TEEP

Trusted Execution Environment Provisioning (TEEP) Architecture draft-ietf-teep-architecture-14 https://tools.ietf.org/pdf/draft-ietf-teep-architecture-14.pdf

26
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TEE on RISC-V Keystone

TAM Server

Trusted Ap

® The implementation uses
the GP TEE internal API

TAM: tamproto

I:l TEEP Component

T < - - » TEEP Protocol
/ l REE TEE \
1
S N [P . prmmmmmm————- .
/ g : Enclave W] Enclave 3] Enclave \}
: : 1R X :
! v | [ TEEPagent |t i
i TEEP Broker |4 ] Normal App i i GP TEE i i i U mode
: : : Internal API : : i
- O 4 =—F———— e
® Reference ! -
H mode
® “TEEP (Trusted Execution e et
Environment Provisioning) (S —— L | Endave }
Implementation on RISC-V”, : j M mode
: SM (Security Monitor) :
FOSDEM2020 ——e /
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IETF TEEP Hackathon

® IETF 104 (Prague, March/2019) TEEP Hackathon

® Design of key management

® IETF 105 (Montreal, July,2019) TEEP Hackathon
® TEEP on Arm Hikey

® IETF 106(Singapore, Nov/2019) TEEP Hackathon
® Connect to Prototype TAM Sever

® IETF 108(Online, Nov/2020) TEEP Hackathon
® Adapting revised TEEP and proposing Improving TEEP spec

® [ETF 109(Online, Nov/2020) TEEP Hackathon Isobe(TRASIO/Secom) TAM UI

® Adapting revised TEEP and proposing Improving TEEP spec

® IETF 110(Online, March2020) TEEP Hackathon
® Applying SUIT manifest

Online hackathon
On gather.town
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Security Technologies offered by TRASIO

® Hardware
1. Trusted-RV Platform (64-bit RISC-V + 32-bit RISC-V Secure CoProcessor)

® Software
2. TEE's Programing Environment: GlobalPlatform TEE Internal API
3. TA Management Framework: TEEP(Trusted Execution Environment Provisioning)
4. Remote Attestation

29
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Remote Attestation

® Remote attestation offers
® Platform authentication
® Platform integrity
® Binary integrity
® Remote attestation is achieved before the execution of TA and keeps the
safe execution of TA on the TEE.

® Remote attestation assumes

® On Edge (platform)

® Keys or certificates protected by hardware, i.e., Root of Trust.
® On Sever (verifier)

® Data base for hash of TA, Device Pub-Key

30
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Customized Remote Attestation

Remote Attestation.

Untrusted Side Trusted Side prerequisite
. Power-on Device Pub-key
® Trusted RV keeps a device oM SM Secret/Pub-key
SM Signature by Device Secret

key at secure unit.

Root of Trust
(Device Pub-key)

(SM Signature,
- = 2MIegretKey)

prerequisite
TRy ————~ Device Pub-key ( Enc
Secure Monitor Ha -
Connect TCP/IP Snclave £
(Untrusted Comm) Runtime Load
e "\ > >
Trust-Client Runtime
Secure Unit (1 core) —
Interrupt Verlfy EnC|aV3 < Reoort 4 17 ‘ :aSE takendbg SS,VIM (Dynam|Ca“
ali ° ashn signe
H'ashes and \alid > Secret Ee y y created)
Signatures ey
4%1. < >le
\ ) YCLUICT \JUIIIIIIUIIIL;CILIU‘I\ J I ( RLirne )
' Start Enclave-App
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Future Work

® \We have developed the infrastructure of RISC-V TEE hardware/software.

® Nest step is creation of POC(Proof of Concept) for real usage.

® Server

® Code and Data hiding for Machine Learning
® Edge

® Smart city
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Conclusions

® Current TEE has some issues and mitigated by Security Technologies
offered by TRASIO

® Hardware
1. Trusted-RV Platform (64-bit RISC-V + 32-bit RISC-V Secure CoProcessor)

® Software
2. TEE's Programing Environment: GlobalPlatform TEE Internal API
3. TA Management Framework: TEEP(Trusted Execution Environment Provisioning)
4. Remote Attestation

Acknowledgement: This presentation is based on results obtained from a project (JPNP16007) commissioned
by the New Energy and Industrial Technology Development Organization (NEDO).
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