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Introduction



OneSpin’s Industry Proven Solutions 
15 years of cutting-edge formal processor verification solutions
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Complete Formal Verification 

of TriCore2 and Other Processors

The content of this article was presented at DVCon 2007 and is posted with DVCon’s permission.

Complete Formal Verification 

of a Family of Automotive DSPs

Formal Verification Applied to the Renesas 

MCU Design Platform

Complete Formal Verification of RISC-V

Processor IPs for Trojan-Free Trusted ICs

GOMACTech

2019



Enabling High-Quality Processors
OneSpin supports the RISC-V community

*Ongoing development
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Technology / Solution Industry Involvement User Community

Processor Core Integrity Solutions*

• Core verification

• Integration verification

RISC-V International

OpenHW Group

Scale4Edge Project

Commercial solution adoption

• AFRL/ Edaptive

• Infineon

• Bosch

• Renesas



Example Bug in Processor Core
DIV result not written back to register file

How do you catch this?
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DIV

DIV

DIV

DIV

LW

LW

LW

LW

DIV leaves pipeline and 

marks pending result

Pending DIV result comes in and 

is accepted as there is no 

conflicting RF write in pipeline

Fetch unit delivers LW 

from misaligned address
Misaligned LW gets cancelled

in pipeline, but does not cancel 

its DCache access

Conflicting DCache read 

data written to register file 

in case of cache hit

ID

EX

MEM

WB

There are almost

Countless 

Possibilities



RISC-V Processor 

Core Verification App



OneSpin’s RISC-V Processor Core Verification App
Automate and accelerate processor verification
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10x Verification Speed-up

Accelerate coverage closure

Optimized formal engines

Pinpoint bugs - Quick fix check

High Degree of Automation

No writing of functional coverage model

Automatic 𝜇-architecture details extraction

Automatic assertion generation

Built-in disassembler annotation

Exhaustive & Complete 

Verification

100% functional coverage

Unbounded proofs

No undocumented RTL

Custom extensions support

ISA & privileged ISA compliance



App Flow
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Automated Design AnalysisCore RTL

Arch & µArch Database

Signoff

Custom Extensions

Proof (Assertions/ Completeness)

Implementation Info GUI (Visualize/ Extend)

Automated Assertion Generation

Arch & µArch Database

Verification Database (SV)

Coverage Database

Retune 
Core Checker 

Run 
Assertions/ Completeness

Automated 
Design Analysis

Provide Core 
Specific Information 

Automated 
Verification Files Generation

Debug



App GUI
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Merge core specific 

information

Automated design analysis

Design ISA 

information

Design micro-

architecture information

Generate assertions

Generate completeness plan

Custom/ User 

extensions



Custom Extensions Support
Leverage executable specification to automate verification

Straightforward to add custom instructions 

• Table for custom instructions (JSON format)

• Tabular decoding from RISC-V ISA standard

• Execution specified in subset of Sail language*

• Disassembly specified for debugger display

Straightforward to add registers/ register files

Support of multiple source/ destination registers

*https://github.com/rems-project/sail-riscv
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Automated verification of 

custom extensions

https://github.com/rems-project/sail-riscv


Standard Extension Support

Standard extensions also based on JSON database with Sail execution modeling

• OneSpin support derived from officially released Sail model

• OneSpin support possible after Sail model release

• Customers drive actual decision

• Recently derived bit manipulation support (Zba, Zbb, Zbc, Zbs) from Sail

• Vector extension to follow after Sail model release
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JSON

Sail

OneSpin support of 

Znew via JSON DB

Sail model 

release of Znew

time



App Assertions
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I - Base Integer

Zicsr & Zifencei

M

C

X

Exceptions

Interrupts

RV32IMC

_Zicsr

_Zifencei

27
Assertions



Reference Cards
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VIP Assertion vs
Spec Instruction/ Exception

Mapping



Application Examples



Types of Bugs Found
Rocket, CV32E40P, ibex cores
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Illegal Instruction

8

Undocumented Instruction

4

Illegal CSR Write

2

Misbehaving Pipeline

7

Wrong CSR Update

8

Misbehaving Instruction

1

Illegal CSR Update

2

Undocumented CSR

1

Illegal Counter Update

3



Application Example
64-Bit Rocket Core

Issues reported*

#1752 DIV result not written to register file 

#1861 Illegal opcodes replayed 

#1868 Undocumented non-standard instruction 

#1949 Undocumented non-standard CSR 

#2022 DRET instruction is executable outside of debug mode 

Performance

< 5   days of verification setup

< 10 minutes run time per property

< 2   hours total runtime

*https://github.com/freechipsproject/rocket-chip/issues/
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• 5-stage single-issue in-order pipeline 

• 39-bit virtual memory address space

• 3 privilege levels

• Out-of-order termination 

• Branch prediction & replay mechanism

• Verified and taped-out multiple times

8

RV64GC_Zicsr_Zifencei Core

https://github.com/freechipsproject/rocket-chip/issues/


Application Example
32-Bit RI5CY/ CV32E40P Core

Issues reported*

#132 Fetch side exception influences earlier instruction execution

#136, #137, #170 Missed illegal exceptions

#159 Wrong PMP computation

#174 Wrong F instruction result written to register file

#533 Illegal instruction retires

*https://github.com/openhwgroup/cv32e40p/issues
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RV32IMC[F]_Zicsr_Zifencei[_Xpulp] Core

• 4-stage single-issue in-order pipeline 

• Partial support for privileged spec 1.10

• User Mode & physical memory protection

• Many custom instruction set extensions

• Post-incrementing load/store instructions

• Hardware Loops - ALU instructions 

• Multiply Accumulate - SIMD extensions 

24

https://github.com/openhwgroup/cv32e40p/issues


CV32E40P Bug Case Study
Systematic bug detection

Assertion CSRx_a verifies complete architecture register update for 6 CSR instructions
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Issue 

#440

Confirmed 

and fixed

Closed

Exhaustive 

Proof 10m

Right after taken interrupt

csrrc x11, mstatus, x0

Unexpected illegal 

exception (cause 2)

Likely related to illegal opcode 

at time of interrupt entry
Trace just 

enables interrupts

5m



Underlying 

Technology



Instructions Mapped to Operational Assertions
OneSpin 360’s unique modelling principle

Overall specification broken down into list of operations

List of operations forms complete specification

The tool automatically considers all sequences of 

operations and all combinations of trigger conditions
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Only a Few Operational Assertions

for each instruction, exception, interrupt

1. Transition triggered by some inputs 

and architecture registers

2. Operation defines outputs and new 

values for architecture registers 

3. New values of architecture registers 

become current values for next 

operation 

add x5, x4, x1

Architecture Registers

XR

FR PC

CSR

property add_p;

t_id ##0 start_state and

t_id ##0 add_instr and

...

implies

...

t_wb ##1 x5==result  and

t_wb ##0 end_state;

endproperty

add_a: assert property(add_p);

Operational Assertion

Operational assertions for all 

operations enable GapFreeVerification

Operation



GapFreeVerification™

GapFreeVerification™

Develop executable specification in the form of assertions

Prove that executable specification has no gaps or inconsistencies

Prove that executable specification and RTL are functionally equivalent

Abstraction

Specification, RTL

Scope

New IP, critical IP, untrusted 3PIP

Benefits

Detects errors and inconsistencies in the specification

Prove 100% equivalence between specification and implementation

• Demonstrate absence of bugs/ Trojans/ ambiguities
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GapFreeVerification™

RTL Specification

Trusted RTL Trusted 

Executable 

Specification



RISC-V FPU Verification

Pre-packaged configuration of OneSpin’s FPU App 
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• Supports half/single/double bfloat16 and custom 

precisions

• Supports all 5 rounding modes and 5 exceptions 

flags

• add, sub, mul, fma, abs, neg, min, max

• Conversion and comparison operations

• Parameters to specify ambiguities in the standard

• Easy to model intended deviations from the 

IEEE-754 standard

FPU APP

HIGH-LEVEL DEBUG

App Configuration

• Precision

• Rounding Mode

• Latency

• Customization

FPU

(RTL)

Verification

Signoff

COVERAGE METRICS

IEEE 754 SVA MODEL

PROOF OPTIMIZATION

Quick Bug Fix Iterations



Integrate Coverage Results
Speed-up coverage closure
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Verification Coverage

Integration App

Integrate formal and 

simulation coverage

PortableCoverage™

Accelerate 

coverage closure

Track formal results 

in verification plan

Use any simulator 

and planning tool

Simulation Verification

(Optional)

Verification Plan

Coverage Database

Coverage Closure

Verification Signoff

Formal Verification

Coverage Closure

Accelerator App

Verification Planning

Integration App

Quantify™ Model-Based

Mutation Coverage



OneSpin’s RISC-V Processor Core Verification App

>10x improvement

on verification setup & runtime

High Degree of Automation

Enabling automated verification of generated core from common spec

Exhaustive and Complete

verification leaves no bugs & exposes vulnerabilities

Superior & Unique

Leveraging OneSpin’s expertise & unique Interval Property Checking & 

GapFreeVerification™
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CV32E40P is the first open-source core for high-volume chips verified with the state-of-the-

art process required for high-integrity, commercial SoCs. OneSpin is a key contributor. The 

OneSpin RISC-V Integrity formal verification solution has systematically detected corner-

case bugs in the exception logic and pipeline. These issues would only be triggered under 

rare conditions in the instruction sequence, memory stalls, and CSRs programming. 

Constrained-random simulation tests to find these issues would require large 

investments in development and simulation time. The pinpointing of the issues' root 

cause was impressive and a massive time-saver in debug time. The solution also 

showed almost zero noise in detecting real RTL bugs, as opposed to other approaches 

where the issues reported often lead to fixes in the verification environment.

Steve Richmond - Verification Manager - Central R&D Digital at Silicon Labs

Arjan Bink - Principal Architect - IoT Digital Systems at Silicon Labs
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Disclaimer

© Siemens 2022

Subject to changes and errors. The information given in this document 

only contains general descriptions and/or performance features which 

may not always specifically reflect those described, or which may 

undergo modification in the course of further development of the 

products. The requested performance features are binding only when 

they are expressly agreed upon in the concluded contract.

All product designations may be trademarks or other rights of 

Siemens AG, its affiliated companies or other companies whose use by 

third parties for their own purposes could violate the rights of the 

respective owner.
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