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|. Introduction

Transient execution attacks, symbolized by Spectre variants and categorized as cache timing SCA (Side Channel Attack), have been growing for
a few years. This situation will be further extended by the open architecture “RISC-V ecosystem” because many implementations will appear. In
this presentation, we present the research history of transient execution attacks at first. Then, we explain Spectre variants and several
countermeasures on current CPUs. We also want to discuss the countermeasure ideas for the next stage.

1. Transient execution attack (TEA)

[11. Spectre vulnerabilities

It Is a broad category of microprocessor hardware security ISSues Spectre 1s a typical group of TEAS, exploiting branch prediction. We
Introduced by implementing speculative execution. The adversary have confirmed the following 3 dyed rows on RISC-V boards.
cor_lducts general cache timing SCAS Ilkg Flush/Evict+Reload/Time, = [rmmsiey: public name Citation
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. transplanted to or have their equivalences on RISC-V platforms V3 2017-5754 | Meltdown or RDCL: Rogue Data Cache Load | M. Lipp et al,
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1. Save current states and speculatively I I ]
execute one (or (% [ CPU l Lazy FP | 2018-3665 Lazy FP State Restore Stecklina et al,
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V>. 1 Time measuring arXiv 18
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Path 2 hath 1 / RAM S / RAM /L ------ - V6 (Unindexed) | SRV: Speculative Vectorization Exploit S. Karuppanan et al,
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Masking |IEEE S&P 24

V. Experiment environment for RISC-V TEASs

Proposal ipti against Citation We tested Spectre-v1, v2, v5 on several LicheePi 4A SBCs. A 64-Dbit
(General remarks) | 2 et acoess tosecrt dats All |V v2, | P, Rocher et a SonicBOOM Linux-capable single RISC-V core is also running on an
" el g (“Spectre white paper™y | AMD Xilinx Virtex 7 FPGA VC707 evaluation kit but still needs
b el o e tuning. Now we are looking for more solutions with high flexibility
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Retpollne Include Ifence/pause instruction and SW V2 Google Project Zero

utilization of user-controllable RSB
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3.  Other HW-assisted SW defenses.
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with “taints”. If next speculation accesses
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