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Your memory is vulnerable!
100

90 Other vulnerabilities
80
70
60
50
40
30
20
10

Vulnerabilities caused by illegal memory access

% of vulnerabilities

2006 2007 2008 2009 2010 20M 2012 2013 2014 2015 2016 2017 2018
Patch year

Source: "Trends, challenges and shifts in vulnerability mitigation”, Matt Miller (MSRC), BlueHat IL 2019.
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https://www.cve.orqg/

https://cve.mitre.orq/
https://www.cvedetails.com/

Homhfesstke F CVERLER

* https://www.ipa.go.jp/securitu/vuln/scap/cve.html

* NVE (NATIONAL VULNERABILITY DATABASE) by NIST (National Institute of Standards and
Technology)

« JVN (Japan Vulnerability Notes) by JPCERT/CC (JPCERT d—F 4 %—>3>t>4—)
* https://jvn.jp/
* https://jivndb.jvn.jp/

2024 Codasip. All rights reserve d. 10


https://www.cve.org/
https://cve.mitre.org/
https://www.cvedetails.com/
https://www.ipa.go.jp/security/vuln/scap/cve.html
https://nvd.nist.gov/
https://nvd.nist.gov/vuln
https://www.jpcert.or.jp/
https://jvn.jp/
https://jvn.jp/
https://jvndb.jvn.jp/

- Android 5.0 - 14.0 CVE 25T 2024/01/16 b=

®
® ° Codasip

Year

2015
2016

N
(@)
|
N

N
o
=
[0)

N
o
|
O

N
o
N
o

N
o
N
—

N
o
N
N

N
(@)
N
w

N
o
N
~

Total

Overflow

CgrerT&%n Sql Injection XSS ?;;f/cetfs;yl File Inclusion ~ CSRF XXE SSRF Rg pen Vallz‘d%"t'iton
| o o o0 0 6
| o o o0 0 9%
| o o o0 0 61
5 0 0 2 40
12 NG o0 0 41
18 NG I T o e s
4 0 o e e e e 122
7 0 e e e e 180
6 0 O T e e e 130
19 _________
2523 0

0% 1% 0°/o 0% 0% 0% 0% 16%

ul
G
S
=0
o
< [0

Source: https://www.cvedetails.com/version-list/1224/19997/1/Gooqgle-Android.html| ZEEET

22

© 2024 Codasip. All rights reserved.


https://www.cvedetails.com/vulnerability-list/vendor_id-1224/product_id-19997/version_id-498231/year-2015/Google-Android-6.0.html
https://www.cvedetails.com/vulnerability-list/vendor_id-1224/product_id-19997/version_id-498231/year-2016/Google-Android-6.0.html
https://www.cvedetails.com/vulnerability-list/vendor_id-1224/product_id-19997/version_id-498231/year-2017/Google-Android-6.0.html
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https://www.cvedetails.com/vulnerability-list/vendor_id-1224/product_id-19997/version_id-498231/year-2020/Google-Android-6.0.html
https://www.cvedetails.com/vulnerability-list/vendor_id-1224/product_id-19997/version_id-498231/year-2021/Google-Android-6.0.html
https://www.cvedetails.com/vulnerability-list/vendor_id-1224/product_id-19997/version_id-498231/year-2022/Google-Android-6.0.html
https://www.cvedetails.com/vulnerability-list/vendor_id-1224/product_id-19997/version_id-498231/year-2023/Google-Android-6.0.html
https://www.cvedetails.com/vulnerability-list/vendor_id-1224/product_id-19997/version_id-697874/year-2024/Google-Android-13.0.html
https://www.cvedetails.com/version-list/1224/19997/1/Google-Android.html

S ETETEMELT BT RITT

3'd-party Open-

Application In-house 3'9-party

source
libraries

source

code libraries binary code ) )
libraries

Runtime

image

© 2024 Codasip. All rights reserved. 23



> MEEMEAAEINL TV e, Codasip

30000
25000 T T T m m o o o -

20000

OO: 14.8x in 20 years ||||H
s LTI

1999 2000 2001 2002 2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 2023

Data not available yet for Q3 /Q4

o

o

B Number of reported CVE — https://www.cve.org/About/Metrics
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Intended buffer size Data area Intended buffer size Confidential data area

A A A A

[

e
—

Ll @3
L Pe2Yy
¢ Pead
Ll PesY
cl Peed

Data corrupted by Confidential data accessed
buffer overflow by buffer over-read

A—)\—=2J0— A—)\—U—RK

Intended buffer size Executable code i@f@ﬂ’() \‘_I&%%
A « 1988: Morris Worm - sendmail, rsh/rexec
« 2003: SQL Slammer - MS SQL server
W- 2014: Heartbleed - OpenSSL
« 20718: Adobe Flash Player - Win, Mac, Linux and

|

Chrome(OS
Magsigﬂifzfgiﬂfoc;ed « 2019: WhatsApp VOIP - smartphones
= W=/,
e — R3EAT Source: Comparitech

© 2024 Codasip. All rights reserved. 26


https://www.comparitech.com/blog/information-security/buffer-overflow-attacks-vulnerabilities/#:~:text=Buffer%20overflow%20attacks%20have%20been,gain%20significant%20mainstream%20media%20attention.
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- CHERI(Capability Hardware Enhanced RISC Instructions) ®

s T VW KETHRESINZEZFY
FAREEORREY N —FFOF v
* https://www.cl.cam.ac.uk/research/s

UNIVERSITY OF Q.

Q)

CAMBRIDGE ~ it

Contactus = A-Z = Advanced search

ecurity/ctsrd/cheri/

 \— ROT 7 ETRESNIE =

Bluespec Extensible RISC

T et TOERD) Capability Hardware Enhanced RISC Instructions (CHERI)

ol e — A} —— E Capsicum — PIs: Robert N. M. Watson (University of Cambridge), Simon W. Moore (University of Cambridge), Peter Sewell (University of
(C a p a b I | | -t | I ] ’ % =E E Capability Hardware Enhanced Cambridge), Brooks Davis (SRI Inter i ). and Peter (SRI Internati )

RISC Instructions (CHERI) »

CHERI Publications September 2023: We have posted CHERI ISAv9, which replaces CHERI-MIPS with CHERI- i\

— RISC-V as our primary reference architecture, CHERI-MIPS is removed, merged register files
CHERI Software Stack
are always used, tags are cleared in preference to exception throwing for non-monotonic
\ J D E CHERI Rigorous Engineering capability modification, and DDC/PCC no longer relocate memory accesses by default. CHERI- 4

RISC-V Is substantially refined in preparation for standardisation. The CHERI-x86 sketch is
CHERI Clang/LLVM and LLD
now substantially more detailed.

E \ \ CheriBSD
. E! Bss ’d‘ :/‘ : + + J —Zw ; CHERI Software January 2022: Arm has shipped its CHERI-enabled Morello prototype processor, SoC, and

Compartmentaiization board! Read blog posts about this at Arm and Microsoft, and our own thoughts at
CHERI-QEMU Cambridge.

\ \\ “ “ CHERI-WebKit
. September 2019: Learn about the CHERI architecture! Our technical report An Introduction to CHERI is a high-level summary of our work
n CHERI Concentrate on CHERI architecture, microarchitecture, formal modeling, and software.
AT Iy
C LY FL L1>xT D,

CHERI-RISC-V

2024 Codasip. All rights reserved.
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* Capabilityld. FFENIHEEE ETI>TFAMNIETD

A>)\—bXA> ME - CHERIK, MEBZE(TSICHICEERR

VINDIF X MEERIRET B ENTES :
TV . BROBITERITTER
App 1 App 2 o DT —H(CT7ITTAXTE/RN
T— « entry point&exit pointh EZXEMNTLD
o SO — RO SEROHUIHULZITD C EFTER
0S
HAL / Security

B3 =
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Application
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DARPA Memory safety and compartmentalization would stop most campaigns

Mitigation analysis of Linux kernel high severity CVEs

Remaining
13%
o « Either: if memory safety or
87% compartmentalization were present,
Protected the bug would not be exploitable

* Remaining: memory safety or
compartmentalization would not
mitigate the CVE

Compartmentalization
40%

CVE: Common Vulnerabilities and Exposures . . . .
McKee, Derrick, et al. "Preventing kernel hacks with HAKC." Proceedings 2022

Network and Distributed System Security Symposium. NDSS. Vol. 22. 2022.

Distribution Statement A: Approved for public release. Distribution is unlimited. 5
2024 Codasip. All rights reserved. 3b
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1> )\— b X> ME

* CHERIE., /I\ATJUw RESOERAR T —FFTOFvZ2HR— K~

MMU-based OSes Hybrid capability/ MMU OSes Pure capability OSes
[ || o S e S T e BE
S B Sl (SR EERR N S St | sl e i libssl j ' bl 3 o b =
7 FlE S r— " peenizzTTT I
g : . Pure-capability s s ! 2
2 Fetch command-line Netsurf Legacy Fel_x:.h HSes Hyhl..ld Netsurf links Fetch can still use e el &
® - pure-capability zlib against legacy and . 1 class2 bmmmmmms =
= HTTP client web browser . oy legacy code in ! =1
g via an ABI wrapper | | pure-capability code Semmmms =
= compartments Capability-based =
= 3 Address-space executive Address-space executive Address-space executive unikernel OS + Capability-based &
: L. (=¥
? FreeBSD kernel FreeBSD kernel applications single-address-space | | ¢
§ 3 + CHERI support for userspace capabilities Address-space executive OS and applications -
§ Hypervisor / Separation Kernel Hypervisor / Separation Kerm.al. g

+ CHERI support for guest capabilities Addrcss-sii execulive

[ ] ‘Legacy’ code compiled against a RISC ISA
[ ] ‘Hybrid’ code uses RISC pointers or source-code annotated CHERI capabilities

[ ] ‘Pure-capability’ code uses CHERI capabilities for all C pointers . ' Regular linkage

[ ] Per-address-space memory-management and capability executive :':_'i Compartment boundary

Source: UoCambridge

2024 Codasip. All rights reserved. 50
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- CHERI-RISC-V ISA > )L

B.3. ASSEMBLY PROGRAMMING 425
Integer Instruction Capability Instruction
{b|h|w|d}[u] rd, offset(rsl) cl{b|h|w|d}[u] rd, offset(csl)
lc cd, offset(rsl) clc cd, offset(csl)
s{b|h|w|d} rs2, offset(rsl) cs{b|h|w|d} rs2, offset(csl)
sc rs2, offset(rsl) csc cs2, offset(csl)
fl{h|w|d|g} fd, offset(rsl) cfl{h|w|d|q} fd, offset(csl)
fs{h|w|d|q} fs2, offset(rsl) cfs{h|w|d|q} fs2, offset(csl)
Llr.{b|h|w|d} rd, (rsl) clr.{b|h|w|d} rd, (csl)
lr.c cd, (rsl) clr.c cd, (csl)
sc.{b|h|w|d} rd, rs2, (rsl) csc.{b|h|w|d} rd, rs2, (csl)
sc.c cd, cs2, (rsl) csc.c cd, cs2, (csl)
amo<op>.{w|d}[.order] rd, rs2, (rsl) camo<op>.{w|d}[.order] rd, rs2, (csl)
amo<op>.c[.order] cd, cs2, (rsl) camo<op>.c[.order] cd, cs2, (csl)
auipc rd, offset auipcc cd, offset

Table B.2: Uncompressed Instructions Dependent on Encoding Mode

e ooz codasp e ecenee. - Source: https://www.cl.cam.ac.uk/techreports/UCAM-CL-TR-987.pdf 5
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e ZFMIDIY - ETECPUNRABEB/DA >
B voditied SH—T 114 A ICFEZTD RTLZIESC

[] Off-the-shelf

« BEEDIY - L DHh\DOEEMEY —)L%&
Full Limited Automated Service by IP ST |
DIY DIY DIY vendor }%,’ -

CPU o CPU
CPU
d CY

¢ IPRIIAICKBY—ER - IPR>AHEE
ZHICIPEHRAINYAX

Full customization

c B2BHRAIIAZXYUI—23> -
& -+ E3 PRSI ELI— FEEIFETES

masNkEY—J)LEXR—XIP
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2l o BIEL, RS
Automated DIY Sl ° |P/\‘>9(:J:5ﬂ-_ EZ —
O - ANRB/RBERFA RN E
O imited DIY — N "
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4x4 Systolic array of MACs

BO

4x4 Systolic Array effect on PPA

16
e Codasip L31
EE Systolic array

MAC MAC
L4

P 1.2 -

1.0

MAC II MAC I MAC II MAC
MAC g MAC g MALC g MAL

+++ -
VMAC g MAC & MAC g MAC

154.45%

A Al

0.6

case OPC_SYS_ARR_CALC: .

for (i=0; i<8YS_LENGTH; i++) {

S0[] = (int32)(SO[I]) + (int32)A[]) * (int32)B[O]); 0.2 1

S = (int32)(S1[I]) + (int32YA[]) * (int32)B[1]);

S2[] = (int32)(S2[1]) + (int32YA[]) * (int32 W B[2]); o0 -

S3[] = (int32)S3[I]) + (int32)A[]) * (int32)B[3]); Processing Time Energy Consumption Area

} break;

2024 Codasi
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B Runtime, a.u. B Energy consumption, a.u. B Si area, a.u. B Runtime, a.u. B Energy consumption, a.u. B Siarea, a.u.

-

N

(&)
|

1.5 —
1 Reference

1 Reference 1 (100%)

(100%)

0.75

0.5

0.25

Codasip L11 + FFT accelerator Codasip L31 + FFT accelerator
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Input signal Data propaga‘cion) FIR_F”:O

Fl—[EE T -

B Processing time, a.u. MW Energy consumption, a.u. W Si area, a.u.

1.5 — fo 1] o E

. 1 FIR
coefficients

\V4
FIR unit

i Reference 100% Result = fo*so+fi*s,+ Write result
+Ho*pot.. +fg*pg to rf_gpr

o E17BFRE] 96% HI
« JHEET 90% HllRk
« [EFE +36% &N

o ExfafElREC RS AR

Codasip L31 + FIR accelerator
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® Processing time, a.u. M Energy consumption, a.u. M Si area, a.u.

1.256

Reference 100%

o J\TOA—-T > X 2442+ [k
« SHEE 7 1/13.5(CHIH
o & 4.4% 1ENN

Codasip L31 core + CORDIC accelerator
(RV32-IMCB)
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Park Transform
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— | Fx2..
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With Codasip Studio
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.. Codasip

® CodAL RTL % l
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l
l l l l Simulation

Compiler RTL Simulation  And more Model
Model
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CODAGSIP RISC-V PROCESSORS 1 AND 3 SERIES
CORE CONFIGURATION

You can leam more about Codasip RISC-V Processors on our website. Please, contact Codasip Suppert if you need further information

For the purpose of the evaluation license, please, choose ane of he following off-the-shelf configurations. These memary subsystem
configurations are pre-buill and ready o be delivered.

Choose requested configuration(s):

A\ — A
~ ~
o | / 4 F l ’ | /| ‘ 7 \\J /' l Choose  Processor core Caches Tighfly coupled memory Physical memory profection
u X X

. 131 X : X

~ * L31 iV X X

s A X, FrwvSa1TIT A, — ; :
L31F : \)j j

Fryva1S50>0Y1X

The memory subsystem of Codasip RISC-V Processors s highly configurable. However, for the purpose of evaluation, default seffings are
used in order fo provide the cenfiguration immediately. You can review the default seffngs in fhe table below.

Configurable item Property Default setfings
= :I: /\ Sie 18k8*
[ ] M\ f— x % I Data cache included Yes
(| ] |EI :l Caches Number of cache ways 2°
Cache fine siz= 38
N R Bus interface AHB Lite
« BALMBETHRY T Xk TR
2 H b Physical memory protection Number of protected memory regions s
Nomber of pins ]
1A TRy .
System bus access Disabled

* RISC-V PMP (Physical Memory Protection

* Parametrizable in RTL

= After the evaluation, customers may choose from a wide range of avalable core and memory setfings for the purpose of the
[ J E_R commercial icense

A . Example config, some items subject to change
2024 Codasip. All rights reserved.
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External Interrupts JTAG (2/4 wire)

EMRS TR~ RY A X2FHR oo
ser Custom
/47 V=] AHB-Lite (Subordinate) DTCM (Optional)

——

AHB-Lite or AXI-Lite AHB-Lite or AXI-Lite

Interrupt Controller

EHRTBINMT S >
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* Local memories (L1 cache)
* Branch predictor and more

CODASIP RISC-V PROCESSORS 7 SERIES
CORE CONFIGURATION

You ean leam more about Codasip RISC-V Frocessors on our website. Flease, contact Codasip Support if you need further information.

You only need to complete either the Off-the-sheif Configuration section of the Custom Cere Configuration section.

OFF-THE-SHELF CONFIGURATION

LY I 1
[ ] | J ; Flease, choose from ihe following off-fhe-shelf configurations. Tese memory subsystem configurations ore pre-buill and ready fo be
! Z delivered.

Choose requested configuration(s):

* Up to 4 identical cores e

ATON-PZ v v
ATOK-MP4 v X
~ j 2 =~ ~ Ab 7— \ Default settings are used in order to provide fhe configuration immediately. You can review the default settings in the table below.
° | , ] —_— A
/ 4 F / 3 / H b d\ I— 2 Configurable item Property Default setfings
Number of cores Number of coresin the cluster 2 {MP2) or 4 (MP4)
size 16k
jF V \\J : Data cache included Yes
/ l Number of cache ways 4
11 Caches Cache line size azs
Replacement policy LRU
Number of non-cacheable regions 8
[ J U p -t O 8 I\/l B Bus inferface AHB Lite
12 Cache: Size of snared L2 Cache 51268
Size 16k5
° M fiahlly coupled memery Bus inferface AHB Lite:
° 64 - b I -t AX | I n -t e rfa C e Physical memory atfiibutes Number of regions 16
Number of pins 4
o Number of hardwore breskpoints/ .
Disabled
~ j a — * N\ il A I / Infermupt conroller 4
M Branch prediclor 32
Number of iterns in Branch Hisfory Toble 1024

° Up to 1000 interrupts -

2024 Codasip. All rights reserved. 101
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Allk

ar pa 153 g | EliAF

¢ In-order, 7-stage, dual-issue ¢ Increased single-thread ¢« WFI and NMIL
pipeline performance e PLIC

+ RV64IMAFDC ISA ¢ Configurable with area

e RVA22 Compliant per‘formance optl'ons

+ 1 to 4 homogeneous cores in
a cluster

s Zcb for code-size
improvement

LiFrySa AEY JOFO>3> P AC

* Private to the core
e Instruction and data
16, 32, or 64KB

* Physical memory attributes
with 8, 16, 32 regions

« MMU supporting Sv39
memory virtualization

¢ Standard RISC-V debug
s 4 debug triggers
¢ Debug Memory Interface

®
0. Codasip

NIA—RZR

¢ Performance monitors

e 4 ways (DMI) as an APB interface
e 16, 32, 64 instruction micro- that can be used to interface
TLB entries with external debuggers
¢ 16, 32, 64 data micro-TLB ¢ System bus access
entries
LFvrvSa L—X 125—J1—2R HEEN

e Shared in multicore
configurations

s 512KB to 2MB
* 4,8,16 associativity

e RISC-V standard E-trace
interface

e Instruction and data trace
e Optional

s AXI-5 with atomic support
e 128 bits

¢ |ow-power design
¢ Always-on power domain

¢ Granular architectural clock
gating
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License

Integrate CPU IP in SoC

Other vendors

Architectural

(*VIP” customers only)

Fixed IP

No IP provided

Embed CPU IP in larger IP

Re-design CPU IP

Produce SoC with CPU IP

Modify existing CPU IP

No IP provided

Get full CPU IP source code & doc

Get re-verification suite for CPU IP

Cost

2024 Codasip. All rights reserved.
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Codasip

Fixed IP Modifiable IP

o
O

$ $33$$
® Standard
O Option
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High-performance embedded processors Security mechanism
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Digital signal processing
High-performance processors

Functional safety (ASIL D certification)

Vector Compute

2
Security (CHERI)
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Codasip evaluation platform for embedded cores

2024 Codasip. All rights reserved.

Codasip evaluation platform for application cores
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