ﬁ?‘(ﬁ—;}g\ o
e XU (S A

The University of Electro-Communications

Pham Laborator

Inteqrated circuit desiqn laborator

Live Demonstration: Linux-bootable Trusted Execution Environment (TEE)
System-on-chip (SoC) with Cryptographic Accelerators

Tuan-Kiet Dang, Trong-Thuc Hoang, Cong-Kha Pham
The University of Electro-Communications (UEC), Tokyo, Japan

ABSTRACT

In this demonstration, a silicon-proof System-on-Chip (SoC) is presented. The demo can boot into Linux with multiple cryptographic accelerators. The proposed
architecture consists of one IBex core and one Rocket core for the secure boot process and the Trusted Execution Environment (TEE). The crypto-cores are
Transport Layer Security (TLS)-1.3-ready. The demo was set up with one ROHM-180nm chip and one Field-Programmable Gate Array (FPGA). The FPGA
provides power, clock, and primary Double Data Rate (DDR) memory for the ROHM-180nm SoC. The boot terminal is shown via UART serial printing.
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