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● CP (Circuit Prob)
○ Where

■ OSAT (ASE)
■ MSSR compliant facility

○ Two (unsigned) binaries run:
■ calibration
■ initialization 

● FT (Final Test)
○ Where

■ OSAT (ASE)
■ MSSR compliant facility

○ Two binaries run
■ individualization (unsigned)
■ personalization (signed 🔑)

github.com/lowRISC/opentitan-provisioning

Open Source Provisioning Infrastructure
FT  

DUTs on Wafer

Provisioning App.

(InitData)

Provisioning App.

Packaged DUTs

Device 
Registry

(HsmInitData)

(PersoDataOut)
(PersoDataIn)

Transport Shipping
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CP  

(
  DeviceId,
  Certificates,
  Logs
  encrypted RMA Token
)

InitData
Device ID
Test Unlock Token
Test Exit Token
Wafer Auth Secret (WAS)

PersoDataIn
UDS Certificate
TPM Certificate

PersoDataOut
Encrypted RMA Unlock Token
UDS / TPM TBS Certificates
CDI_0/1 Certificates

Data Payloads

unsigned firmware JTAGed 
into SRAM

signed 🔑 firmware bootstrapped 
(over SPI) into flash

SW Types
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HsmInitData
KDF shared primary secret (SPS)

Unencrypted (trusted) SPI console connection

External TLS (gRPC) connection

Connection Types

Manual (human) airgapped connection

(HsmInitData)

1 Provisioning 
Service

CpSw
Calibration FW
Initialization FW
Provisioning App. SW 🔑

FtSw
Individualization FW
Personalization FW 🔑
Provisioning App. SW 🔑

(CpSw) (FtSw)

SW Payloads
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signed 🔑 provisioning 
appliance SW

AES-GCM encrypted SPI console connection

(InitData)

Calibrate
Binary

Individualize
Binary

Personalize
Binary 🔑

Initialize
Binary

CP 🔑
Server

FT 🔑 
ServerHSM HSM
















