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B \Why do we need hardware security?

B Hardware based Security
® TEE (Trusted Execution Environment) #ZELEBE[EHL TELITETT D,

® Remote Attestation [REtETNERLE=EDTHAINEHERT S,
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B RISC-V Status
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- Why do we need hardware security? AR A cies
B F AL OESHRETHRES AT RIERSEL,
it T—3DHBHIGR xf A 1
Data at Rest({RFT—%3) AL —2 (SSD,HDD) Full Disk Encryption, BitLocker, dm-crypt
Data in transit (Bai ¥ D T—74) | *ybT—2 LD E (Internet) | TLS, SSH
Data in use (A D T—%4) Memory, Cache, Register TEE, Hardware Root of Trust

B MemoryldaRE R 5414, Memory ForensicsZi &,
B Cache®Dii=(LSpectre/Meltdown TEEEFH-

B Registert,Context Switchd AERIZAEYIZENNSDTIRER TES

® “Analysis of Encryption Key Zeroization from System-wide Perspective”, ACSAC 2025T
FPGAIZKAEEAERERZTHRLET

B ARERINGTVMEEA
® TEETIX7VXFH, AEJIES, LML, CachelZHEEBEENTLSEHBZELH S,
® Hardware Root of Trust Tl it #>/\—/\—K Oz 7 TREE,
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B N\—FOT7HRMET SIREEEEITIRIEHIEE(Hardware-
assisted Isolated Execution Environments)(—2 .

® HIEEIZIEBIOSAYESSMM*Intel CSMEZAMD ASP. BIF v oo
MDTPM & Apple Secure Enclaveh“&»%’a

® TEEIXE=ENTOT IS AlfE THAEEFHET S

CPU/Product
Vendor

Intel CSME
AMD ASP

Secure Element
TPM
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Hardcoded

B TEEZCPUMDIRREZZDIZH (T4
® /—7JLJ—)LF (i.e., REE: Rich Execution Environment)
& & E DOS(Linux, Windows)mWE1T&Nn %
® X177 —)Lk(i.e., TEE: Trusted Execution Environment)

Secure World

QS OSONAIN—INAF = EDNHBELIZEZDIRE

€0 ) TANIVIFEEITS

(another chip)

Service Provider/

BIOS/UEFI
Vendor User
TEE
Intel SGX
AMD SEV
ARM TrustZone
RISC-V Keystone
Intel SMM (main CPU)

Normal World
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® (BiflZEZIX) —FFHIC[REREEITINADH
o RAMGREFINDFENDLE
®Root of TrustlZIE R L (ZH]-FEAEZREIT HMEI /I \N—KR D7 HRBE
O NEEEDOESIZHEHN L D@L DR (Remote Attestation) B Thh b
m F|FHTE=4CPU
® ARM TrustZone (ARV7R)
® Intel SGX (H#—/\, PClddeprecatd)
® Intel TDX (Xeon H—/\)

® AMD SEV (EPYC H#—/)

ZDihEL (Arm TrustZone M —ZFLY)
n RE

® GPUM (Nvidia H100)
® AWS Nitrol&/\A 78—/ N/ ——++%F27/\—F(Nitro Card, Nitro Security Chip)

Secure World Normal World
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%of TEE / Confidential Computing B F U 0 KphA
B |_|brary Type Normal World ~ Secure World
|~ ——
® A part of process (library) is executed in TEE. l
® CPU: Arm Cortex-M, Intel SGX 1 Normal OS (kernel) _JI

B Process Type

® Secure World has an own OS and TA (Trusted (
Application) runs on it. Normal App calls TA. |

® CPU: Arm Cortex-A, AMD PSP, Apple Secure
Enclave

B VM Type (Confidential Computing) Normal World Secure World
® Secure World has VMs, namely confidential VM. ¢~~~ "~~~ "~~~
® The OS modified for secure world.
® CPU: Intel TDX, AMD SEV, Arm CCA

|

I (A

:[ Normal OS (kernel) |
|




W—enabled CPUs and targets

Embedded

Smartphone
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Server/Cloud

Arm TrustZone (Cortex-M)

Arm TrustZone (Cortex-A)

Arm CCA upcoming

Intel SGX (Core) deprecated

Intel SGX (Xeon Scalable)

Intel TDX (Xeon)

AMD SEV (EPYC)

AMD PSP

Apple Secure Enclave

Raspberry Pi Poco

Raspberry Pi 3B+ Nintendo Switch

?

iPhone

?

deprecated

Mac
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AEHEHEIN DL
ANY—hkIx2
Arm TrustZone[q] &=

— RISC-V?

AEVHBEMNKEL
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Intel SGX, AMD SEV [RZ&
Confidential Computing®
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B TEE based on RISC-V
®

Academia <

Industry

/

/.Q..\

Sanctum [MIT,USENIX Sec’16]

TIMBER-V [Graz University of Technology, NDSS’19]

MIi6 [MIT,MICRO’19]

Keystone [UC Berkeley, EuroSys’20]

HECTOR-V [Graz University of Technology, arXiv’'21]

uTango [University of Minho, arXiv’'21]

Cure [Darmstadt University of Technology, USENIX Sec’21]

CHERI-TrEE [University of Cambridge, IEEE S&P’23]

Penglai [Shanghai Jiao Tong University, EuroSys’21]

HPMP (Hybrid Physical Memory Protection) [Shanghai Jiao Tong University, MICRO’23]

MultiZone [HexFive]
SiFive Shield / World Guard [SiFive]
AP-TEE (Application Processor —TEE) [RISC-V International TEE WG]
VM Type TEE

CoVE (Confidential Virtual Machine for RISC-V) [Rivos Inc., arXiv'23]
® RivosHh*MetalZE IREh 5 [2025/10] 10
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B TEE[XB ARGV IMNEITTEOINREEERITIRIETHY . REE(Secure World)hH
LI AIZL TS D M7y,
B TEEDETZEETETHDOMN?
® TEEDETZEN(ED/N—FDT7 VIO z7)NERTLIDON?
S IEHEFZESHEISNEZDM?

B TEE) /LI
® TEEDQI—KIZFRETHULREEMNO—FEN S, O—FIZZEEINLLY,
® FET—A2ELREEMNLTEMN, TEEETRODZELIZR A4,

®TEETHRSNDH L Integrity Confidentiality
Code @) ARl DF T ZEED)
Data O O (Remote Attestation
®IZED)

B Remote AttestationTlLIntegrity= #2945
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Rgmgte Attestation is NOT for TEE only WAL U 70 KA

® (UA—RYMMIEBTEL?2 AU 3—Ryb ETIEHLEF-ARIZEEDNSTELN ]
”On the Internet, nobody knows you're a dog”
® New Yorker(1993F7H5H) T A A—R vy EL 4IZBET 5K S
® https://en.wikipedia.org/wiki/On_the_Internet, nobody knows you're_a_dog
® CNTIEAUF—RYFTEEEINTELELA . fHT ST-HITEANEREE. Y—/\BEEED
HAff(TLS) A EAT=,

® S5(TEAT. BE=DELTNAT/INAA(PC,AVYR)IEBETETHIOMN\—FIZEEDD
DTHAHM., VINIBRZESINTWVEWLD, F)ZF)E—FTHEZET ST Remote
AttestationTdH 5

® R D EAEH T
® Smartphone
® TPM (Trusted Platform Module) on PC
® FIDO (Fast IDentity Online)
® Smart home protocol “Matter”
® TEE
® Because TEE is an isolated execution environment and hides the behavior.
® I IETLSIZRemote AttestationZz ANLSHEAEA TLVS,
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B [ETF RFC 9334 RATS(Remote Attestation ProcedureS) | RATS Logo

N> <K
o Attester (BHLILT /AR, EMERT, BRI BEBERCREENTS) (G, &

.,
wants to get data or service form Relying Party. The device offers the evidence which shows the soundness of
devices, systems, applications, configurations, etc.

® Relying Party (T /A AMBIRHMETY =LY, HAHLITIFHREEL-LY)
wants to confirm the Attester’ s soundness to provide data or service.

® VerifierIELLNT /XA R POYTREM>TULHHER, GEHLZHIMT T 5. B4R A BSR TIREL, )

judges the Attester’ s evidence based on registered endorsement (ex: attestation public key), reference values,
and policies.

Fm——————— +
‘ Compare Evidence
Verifier against appraisal @ Verifier has the certificate of Attestation Public Key and
policy . i
e . reference values (ex: hashes of applications).
" | Verifier judges the Evidence with them and send the result.
Evidence Attestation
Result

| v :

R . oo . Evidence Result
—————————————— > Compare Attestation
Attester Evidence Relying Result against

J|r J|r J|r Party Jr appraisal policy @ Relying Parity cannot verify and ask Verifier with the evidence.

Figure 6: Background-Check Model .
Evidence

CD Make “Attestation Evidence (Ex:hash values of applicatoins)”
and sign it with Attestation Private Key.



Attestationo) 1B 5 A BRET 2
B Key Attestation (S48 R EERR)
® A HROTHIZREFESIN TS
m |D Attestation (ID#&RKEEBR)
® IDAROTHIZIRFTFESNTLYS
B Platform Integrity Attestation (5wt 4+— LR EERR)
® TEETIITEEMNEFETES/N\—FLGEDOMN, ERILI=V IR TIEDO M DFERE
® TPMTIdTrusted BootLf=Z &M EERA (Poripherals)  Chain of Trus

Mhd il AL REINnD
en Option
/e

——p ELFfile

Boot Loader Linux
BIOS ¥ —
(GRUB IMA) IMA
§ lib
loadable
module
Remote Attestation

Validation m] -
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B Remote AttestationTIZEvidence (GE#L) (XL T, IELWN_EFRELT HB AT
T4,
B E & (Z[XAttestation Key (Private/Public) #X—X &9 5,
® =4 D% 5 (Private Key) X @RI DT /3A A TEEIZSTFNTLND,
o EZ D AR (Public Key) & 2\ Fff# & & (PKI) TEEBAE (Certificate)# B > TLNDS ZEMZ LY,
€® Remote Attestation® Verifier[Z& s 3,

B AT EICEEISEHIZTEEZH 9 5CPUNLTPMTldHardware Root of Trust
(HRoT)AV kb5,
HRoTH TN EZEIZ
EROOt CA Emoém Pu_bliitKey
Device Certificate g)uﬁ:g\&;ﬁ;g E’CZD .

(TEE CPU HRoT Root CA (/AR
Public fi2) CEASNTELHA
0 0 EFRITTH. &
& & p LYHRoTN M Private
KeyDHEZEIERT B,
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_Hardware Root of TrustO) =4 BHET2) 70 KPHAS

B SEOE A (Verifiable Origin)

@ WEENNAT IR EARDEERER LGS, BERTEIATAEDIZ VI NRETHLH L,
B it 2> /7\% (Tamper Resistance)

& WEEMNYEMIZT VAL TEHARIERI FoNIEUEEET,
B REEDZL%E (Secure Key Management)

@ TRITHR &M -TOEATIE TELHILE,

W 3351 &FREE (Device Identity)

® T/IN\AXEF ID Z#Hb. MBI L TIEFE Mt ZREBA AT 8.,

B B REAIBRTE=OICTTNNAANLETHAHIEFIPS140% - TLVS,
® FIPS140& X EBFRZEN-HDEES LX) T4ED1—)L
B AL TARAUA —IIPKIR—ZRDEEAZEFHITLTESS,

® CPURU A —|ZRoot CAMDEFBAEA 2N,
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Current TEE CPU Vendor offers certificate

B Vendors get the FIPS(Federal Information Processing Standards) 140-3 validation certificate.
® https://csrc.nist.gov/projects/cryptographic-module-validation-program/validated-modules/search

Certificate Validation
Number Vendor Name Module Name Module Type Date

Crypto Module for Intel® Alder Point PCH Converged Security and Manageability Engine Firmware- 08/02/2024 Active

4749 Intel Corporation

(CSME) hybrid

4941 Advanced Micro Devices (AMD) AMD ASP Cryptographic CoProcessor ("Genoa") Firmware- 01/15/2025 Active
hybrid

4915 Advanced Micro Devices (AMD) AMD ASP Cryptographic CoProcessor ("Raphael”) Firmware- 12/12/2024 Active
hybrid

4914 Advanced Micro Devices (AMD) AMD ASP Cryptographic CoProcessor ("Storm Peak") Firmware- 12/12/2024 Active
hybrid

B CPU Vendors Key
® AMD SEV-SNP (VECK: Versioned Chip Endorsement Key) protected by AMD-SP

€ AMD SEV MCertl&E#  https://www.amd.com/ja/developer/sev.html

® Intel TDX
@ Intel TDX D CertiEER  https://download.01.org/intel-sgx/latest/dcap-latest/linux/docs/Intel TDX DCAP Quoting Library APl pdf

® Intel SGX
@ Intel SGX M Certl&ER

https://api.trustedservices.intel.com/documents/Intel SGX PCK Certificate CRL Spec-1.5.pdf

17



Certificate
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Vendor Name Module Name

140 and Root Certificate

Module
Type

Nuvoton Technology Nuvoton NPCT7xx TPM 2.0 Cryptographic Engine Hardware
Corporation

STMicroelectronics Trusted Platform Module ST33KTPM2XSP1 / ST33KTPM2X / ST33KTPM2A / ST33KTPM2I Hardware
STMicroelectronics Trusted Platform Module ST33KTPM2XSPI / ST33KTPM2XI12C Hardware
Microsoft Corporation Virtual TPM Software-

Hybrid

Nuvoton Technology NPCT7xx TPM 2.0 rev 1.38 Hardware
Corporation

Microsoft Corporation Virtual TPM Software
Nuvoton Technology NPCT7xx TPM 2.0 rev 1.59 Hardware
Corporation

B ST Micro

[ https://www.st.com/content/ccc/resource/technical/document/technical_note/group0/
aa/c5/c7/a2/61/9a/4d/13/DM00711714/files/DM007 117 14.pdf/jcr:content/translations
/en.DM00711714.pdf

B Nuvoton

® https://www.nuvoton.com/export/sites/nuvoton/files/security/Nuvoton TP

M_EK_Certificate Chain.pdf

B Infineon

® https://www.infineon.com/cms/en/product/promopages/optiga_t
pm_certificates/
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Validation
Date

09/15/2025 Active

07/25/2024 Active

06/04/2024 Active

04/03/2024  Activ

Microsoft!

10/02/2023 Active

06/20/2023 Active

01/12/2023 Active

r TN1330
,’ life.augmented

Technical note

ST Trusted Platform Module (TPM) endorsement key (EK) certificates

Introduction

nuvoTon

||1,ﬁneon All - | Search Q Newsletter

—

Products  Applications  Design Support Community AboutInfineon Careers

Nuvoton Trusted Platform Module
(TPM) Endorsement Key (EK)
Certificate Chain

OPTIGA™ TPM & OPTIGA™ Trust certificates

Please find below the certificates for the Infineon intermediate CAs. The Intermediate CAs create certificates for the
respective product and firmware version.

Further certificates for TPM 2.0 can be downloaded as required from the following URLS (replace xoox with 3-digit CA
number):

https://pki.infineon.com/OptigaRsaMfrCAxcx/OptigaRsaMfrCiokcrt

https://pki.infineon.com/OptigaEccMfrCAxo/ OptigaEccMrCAoo.crt
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Core

OS

Comm to Main

Accelerator

Anti-tampering

Target

Misc.

Custom
(RV32IMC)
M/S/U Mode

Zephyr
GPIO/SPI

AES, SHA
Timer, RNG

Yes

Key Management,
Secure Boot

FIPS 140-2 Level 2
FIPS 140-3 Level 2

Andes N22
(RV32IMAC/EMAC)
M or M/U mode

AES, SHA
RNG

Yes

Key Management,
Secure Boot

FIPS 140 2 level 3
PUF for Unique Key

lowRISC Ibex
(RV32IMC/EMC)
M/U Mode

Tock OS
SPI

AES/SHA/ECC/HMAC
Timer, RNG

??7?

Key Management,
Secure Boot

Data Center, etc.

Custom
(RV32IMC)
M mode

Caliptra Firmware
Mailbox

SHA/ECC/HMAC
Timer, RNG

2?7
Key Management,

Secure Boot,
Attestation

SoC based on
Open Compute Project
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B GlobalPlatform
® TEERZRDAPIFRI&, AX—FI7AVTERAMNZLY,
® Secure Elementiit&, R¥—b T+ TEHRAMN BN,
® RS : SESIP: Security Evaluation Standard for loT Platforms
B TCG (Trusted Computing Group)
® TPM (Trusted Platform Module) PC/Server[a] I+
® DICE (Device Identifier Composition Engine) #H3iA#[[][7Attestation
® MARS (Measurement and Attestation RootS) #H31A#[[][1TAttestation

B FIPS (federal information processing standards) 140 X EBRFFHER%E
B Arm PSA(Platform Security Architecture) Certificate
B |[ETF Protocol

® TEEP: Trusted Execution Environment Provisioning
® RATS: Remote Attestation Procedures

B CCC: Confidential Computing Consortium
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B/N\—F)IT7R—XtFXa)T4,
® TEE (Trusted Execution Environment) #ZNEBZ @ L TR EIZETT 5,

® Remote Attestation [REtETNERLE=EDTHAINEIHERT S,
® Root of Trust Remote AttestationD{EFED I m &7 5,

H RISC-V OIKR
B BEEAR R R

®m Cloud(Azure, AWS, GCP)®MConfidential Computing(Intel SGX, TDX, AMD SEV-SNP, AWS Nitro) T{#
Z HRemote Attestation SampleZz/yBd  https://github.com/iisec-suzaki/cloud-ra-sample

o AlFERDZER24GT—20EI Confidential Computing ] : #Z 2V E 1 —T42 7 ORI E~EL A VY ORKZEE
AL HEEMFEBEADERIHFINSIHLOMERER ARSI~ 2025/07 https://ipsj.ixsqg.nii.ac.jp/records/2002747

o loTT/N\ARIZHITBHTEE(Trusted Execution Environment)D R, & X7 AFIHEIERFEIE R T L/ HIH.1E
#[ 1 2024/5 https://www.jstage.jst.go.jp/article/isciesci/68/5/68 185/ pdf/-charl/ja

 Trusted Execution EnvironmentDR#E L ZFNE X Z 5811, EFRMBEFE ER-ERVYAI T4
Fundamentals Review 2020/10 https://www.|stage.|st.go.|p/article/isciesci/67/9/67 379/ pdf/-char/ja
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