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[ What is Side-channel Analysis? }

Attacks against cryptographic devices

Cryptographic devices such like smart cards and credit cards are widely used
in the world. Of course, cryptography is very important when you see web
services.

The encryption algorithm which is used in such services and devices must be
theoretically proven. However, can we say the algorithm is secure what if
someone accesses directly the hardware devices?

The encryptions which is theoretically proven, e.g., Advanced Encryption
Standards, have potential to be exploited '
as long as it works on the hardware.
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Side-channel analysis

Leakage such link time, power consumption, and electromagnetic radiation
are effective information to extract a secret key used in the encryption for
an attacker. Researchers call them “side-channel” while input/output is called
main-channel. Attacks using side-channel information is called Side-channel
attacks (SCAs).
For instance, we measure much amount of traces of the power consumption
with an oscilloscope. Then we statistically analyze them and obtain the secret
keys. | |
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Figure 1 shows an example of simple power
analysis. If a process branches depending on
the certain bit, i.e., 0 or 1 (do nothing when 0),
the attacker obtains information that the
process was taken or not taken.

Figure 1. Example of simple power
analysis.

[ Our Proposal: SHAMIKO }

Rendering Image

(G)Power measurement point A
SHAMIKO has several power measurement points with shunt resistors
insert core power supply lines to measure the power consumption of
\target logics in the FPGA. y
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(@FPGA )
Employs Spartan™ 7 or Artix™ 7, supported until 2035

[ Background of our proposal }

Security evaluation for the countermeasure

To protect devices many countermeasures against side-channel attacks have
been proposed ever. To confirm their security, those proposed
countermeasures must be practically evaluated.

In the experimental evaluation, the SAKURA-G board [1], which has two
FPGA and is designed for side-channel experiments is widely used around
the world.

The board is proposed by Japanese researchers, and thanks to having two
FPGAs that one is used for encryptions and another one is used for
communications we get ultra-low noise power traces.

Problems of SAKURA-G

The SAKURA-G is originally proposed a decade ago and is not updated for a
long time.

That's why, installed FPGAs is very old there are some problems, e.q,
developing tools is restricted (we are enforced to use Xilinx ISE instead of
VIVADO), it does not run on Windows 11 or newer OS. Moreover, Xilinx
stooped developing/updating the ISE. Hence this field of research would be
waning.

To conquer this situation, we launched the SHAMIKO project, the successor
to SAKURA project.

@USB Interface A
SHAMIKO has both USB 2.0 and USB 3.0 ports, providing both
\compatibility and faster communication than conventional devices. y

Design concept of SHAMIKO

Completely open source

SHAMIKO is being designed in KiCAD, an open source CAD system. The design
project files will be provided as open source. If you can use KiCAD, you can easily
replace the Main FPGA with your ASIC by modifying SHAMIKO.

" Accessibility

We are planning to build all SHAMIKO parts in Digikey and the Fusion Open Part
Library.This will allow anyone to manufacture by only sending BOMs and Gerbers
to SeeedStduio Fusion.

Road map }

Mid Jul.:Specification development
We are currently discussing the specifications with hardware security
researchers.

Late Aug.:Schematic design complete
Review with a circuit design expert.

Mid Oct. :PCB design complete
PCB design expert review and manufacturing by FusionPCBA.

Early Nov.: Start of Prototype evaluation.
e \erify the basic behaviour of the prototype SHAMIKO.
e Port the software assets to SHAMIKO and evaluate them.

2024~ :Release
SHAMIKO 1.0 will be released based on the feedback from the
prototype SHAMIKO.
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REFERENCES:
[1] https://satoh.cs.uec.ac.jp/SAKURA/hardware/SAKURA-G.html
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