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O Memory safety becomes a key topic

FEBRUARY 26, 2024

Highlight

Memory safety and compartmentalization would stop most campaigns
Mitigation analysis of Linux kernel high severity CVEs Press Release: Future SO F are
Should Be Memory Safe CHERI as
a solution

PRESS RELEASE

BRIEFING ROOM »

+ Either: if memory safety or o’ » ONCD »
compartmentalization were present,
the bug would not be exploitable

* Remaining: memory safety or
compartmentalization would not
mitigate the CVE Z H

Compartmentalization Leaders in Industry Support White House Call to Address Root Cause of
40% Many of the Worst Cyber Attacks
Article: https://bidenwhitehouse.archives.gov/oncd/briefing-room/2024/02/26/press-release-technical-report/
Report: https://bidenwhitehouse.archives.gov/wp-content/uploads/2024/02/Final-ONCD-Technical-Report.pdf

(CHERI mentioned on p9)
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Released: September 20, 2023

Revised: December 06, 2023

Bob Lord, Senior Technical Advisor

RELATED TOPICS: CYBERSECURITY BEST PRACTICES, ORGANIZATIONS AND CYBER SAFETY

https://www.cisa.gov/news-events/news/urgent-need- ‘\ EJ’ CH ER I
memory-safety-software-products
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O About CHERI

¢ Inifiated by a e Originally ¢ Matured for 15 years
project from developed by

e Supported by
5B UNIVERSITY OF UK Research
&b C AMBRIDGE and Innovation

g |National Cyber
%I SRI

52 | Security Centre
a part of GCHQ

~ $300 million investment in the development of CHERI

(by governments and industry)
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) CHERI

Introduction to the
CHERI Alliance

Why / What / How?



Executive Summary
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O The CHERI Alliance is an independent entity

¢ Non-profit ¢ Industry financed

e Focused on gcceleratin ) L
CHERI adoption 9 ¢ Long-term sustainability

¢ ISA-agnostic

¢ Worldwide reach e Start-up phase with

e Drive / stimulate ecosystem financial support of

¢ Industry RO
AN
e Research Department for
¢ Government Science, Innovation,
¢ Communities % Iechnoiogy

@@ @ 08 December 2025 @ CHERI 10


https://creativecommons.org/licenses/by-sa/4.0/
https://creativecommons.org/licenses/by-sa/4.0/
https://creativecommons.org/licenses/by-sa/4.0/

O CHERI Alliance members
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O UK govt’s pariner for CHERI adoption

eae M- < 2 www.gov.ukjgovernmentfpublications/cheri-technology-T-  E ¢ h + D

& GOV.UK

Home > Government > Cybersecurity > CHERItechnolegy for cyber security

wﬁ,
Department for

Science, Innovation
& Technology

Policy paper

CHERI technology for cyber security

Published 7 May 2025

Contents
1. Background
1. Background
2. Details Memory safety bugs in software are repeatedly exploited by hackers to cause major

security issues. Research from Google and Microsoft shows that 70% of ongoing
cyber vulnerabilities are memory safety bugs. Incidents like the WannaCry attack in
2017 which caused $4 billion in damages, and the CrowdStrike outage in 2024
which caused a total of $5.4 billion in direct losses, highlight the severe risks these
bugs pose to society, businesses and economies.

@ Print this page

Recognising the impact of these costly cyber incidents have been due to memory
safety bugs, over £80 million of UK government funding, alongside £200 million of
industrial co-investment, has been invested to develop CHERI (Capability Hardware
Enhanced RISC Instructions).

This new technology embeds security bydesigngsignificantly strengthening the

4. We willalso continue to work with the CHERI Alliance, to encourage the take up
and use of CHERI and ensure the potential of this technology is realised. Finally,
we will work with international partners to persuade governments and industry to
prioritise secure by design and memory safety.

https://www.gov.uk/government/publications/cheri-technology-
for-cyber-security/cheri-technology-for-cyber-security

@@®®@ 08 December 2025
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il GOV.UK

Home > Government » Cyber security

Policy paper
CHERI technology for cyber security

CHERI is a semiconductor technology which improves
cyber security. This page details government action to
increase its adoption.

From: Department for Science, Innovation and Technology and Feryal Clark MP
Published 7 May 2025

A Get emails about this page

Documents

CHERI technology for cyber security

HTML

Details
Our next step is to transition this technology to commercial products,
ready for adoption across the UK, delivering a significant advancement in
innovative cyber security. Leveraging industry co-investment, we will
partner with the CHERI Alliance, InnovateUK, the University of Cambridge
and other stakeholders to drive this effort.

Memory safety bugs in softw
cause major security issues,

https://www.gov.uk/government/publications/cheri-technology-

for-cyber-security

Q) CHERI
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O Hardware-based solution to a sofiware problem

¢ CHERI
¢ Open technology
¢ Hardware protection at processor-level
e Brings strong security to existing code

e Now out of the lab
e 15 years of development by University of Cambridge (UK) / SRI (USA)
e Formally proven
¢ Demo and prototypes available — now getting into products
¢ Ready for industry to adopt

Q@O 08 December 2025 @ CHERI 18
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O Solving the worst cybersecurity issue

e Cyberattfacks cause more

than $10 trillion of damage / o0
yedar § 90%
S 80%
O 70%
e Most attacks due to a lack of £
2 50%
Memory safeiy - ;‘8? Caused by lack of memory safety
¢ Unsolvable problem with 5
traditional software solutfions R
(neW |O nguggesl prOC'I-IceS, 2006 2007 2008 2009 2010 201P1 T2(;12 2013 2014 2015 2016 2017 2018
tools...) B

Source: Trends, challenge, and shifts in software vulnerability mitigation - Microsoft 2019

e CHERI fechnology solves the
memory safety problem
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O Data breaches are very costly

>3$500M

Cost of addressing
Heartbleed buffer overflow
vulnerability

@@®®@ 08 December 2025

6X

Increase in firmware attacks
reported by NIST between
2017 and 2024

~$10T

Worldwide cost estimate of
cyberattacks per year

(and growing fast)
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O Software vulnerabilities are causing increasing risk

& 000

ALK

AU

25000

SO0

Number of reported CVEs

L

U

u

Source: hitps://www.cve.org
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Cybercrime Expected
To Skyrocket

Estimated annual cost of cybercrime worldwide

(in trillion U.S. dollars)
13.82

12.43
11.36
10.29
o —
o —

2018 2019 2020 2021 2022 2023 2024 2025 2026 2027 2028

As of Sep. 2023. Data shown is using current exchange rates.
Source: Statista Market Insights

statista Za
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O The main problem is (the lack of) memory safety

e Memory abuse (e.g. buffer overflows) is the main attack vector

e Constant ratio of over the past 20 years
e ... even with all the work done on software to avoid this!

CHERI
solves
o this!
o Caused by lack of memory safety

0%
2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2014 2007 2018

Patch yvear

Other vulnerabilities

% of patched vulnerabiliies

Source: Trends, challenge, and shifts in software vulnerability mitigation - Microsoft 2019
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https://github.com/microsoft/MSRC-Security-Research/blob/a0b9de6d9feef9d6b518afbb311baa108efdd169/presentations/2019_02_BlueHatIL/2019_01%20-%20BlueHatIL%20-%20Trends%2C%20challenge%2C%20and%20shifts%20in%20software%20vulnerability%20mitigation.pdf

O Impossible to re-write software to fix the problem

Developed by
Developed in-house other companies

3rd-party
source
libraries

Application In-house 3d-party
code libraries binary code

Runfime Huge amount of legacy
image C/C++ code af risk

@@ @ 08December 2025 @ CHERI
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- Android 5.0 - 14.0 CVE 3R5T 2024/01/16 K= ®  oom
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2015
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N
o
N
o

N
o
N
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N
o
N
N

N
(@)
N
w

N
o
N
~

Total

Overflow

CI;/Ireer?t%n Sql Injection XSS ?;;f/%tfs;yl File Inclusion ~ CSRF XXE SSRF Rg pen Vallz‘d%"t'iton

| o o o0 0 6

| o o o0 0 9%

| o o o0 0 61

5 0 0 2 40

12 NG o0 0 41

18 NG I T o e s

4 0 o e e e e 122

7 0 e e e e 180

6 0 O T e e e 130

19 _________
2523 0 765

0% 1% 0% 0% 0% 0% 0% 16%

ul
G
S
=0
o
< [0

Source: https://www.cvedetails.com/version-list/1224/19997/1/Gooagle-Android.html| ZEET
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Google Security Blog

Shift to Memory-Safe Languages Gains Momentum

2022/12/07 DarkReading — 4z, ¥ 7 F vz 7 - ¥ 2 )74 DEMER- S
FELEZEIAICLLZE, VE—F2L0EMAAHT, B LIKETORED K
S LTwE, EhdTEAREEED 7 —Fici LT, v by 2 T
FIZADEL T 5 X 57, coliflEsrr—7 L3, whbwi A€ ) ZettoilE
Thb, HIKNiciz, "y 754 —r~—vn— a2 772—-7)—-hEx&h
bOTHY, V7 IV T EHBARTET IV r—vav s kFa 74 NEHD
Kbk v o, SMoRET— 2Tl Java/C# Rust 2 &o, A€ )%
SHEOMCSEOHFHAML7Z2 £ T, 207 7 A0SR ik L
Twa A RINTwi,
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Java/Rust,/Kotlin DAE Ut — Tk

BE : C/C++ &M ZERUTHD RustDIRFAHLEATE TAndroid 13] . XEURIE/ DL
Source: loT Security News B, MESEEOFZAEGETER

2022F(F A EYRE2EDESSIEN Android DRSS IE DA ERD & S &R VR DE(C
BH FA 2022412H9H 16:21

Memory unsafe code and Memory safety vulnerabilities

B New memory unsafe code [l Memory safety vulns ,| 2hi=l YAk B!l & in | LinkedIn

) | [ Google Onine Security Blog: Me X | + = =}
C ?) https//security.go... A N 3 T8 9 G = ® b @ ¢

100
X

% Total

Google Security Blog

The latest news and insights from Google on security and safety on the Internet

2019 (10) 2020 (11) 2021 (12) 2022 (13)

Year (Android release)

AEUREHCHHMO B HESSHEER

Memory Safe Languages in Android 13

TUTCEELDE. BEFTHEZS, AndroidDRust 1— R TERESN/ZXE
UZ2EOIRSEMEEFTORZEND T ETZ. Rustd— RICHIERUstI— REFET S
ZHICEETERWVEMIN B D, BIITHEELRITNERSRVWC EEHDH.
BIRC/C ++ERLDBEDINCHETHDEND,

For more than a decade, memory safety vulnerabilities have consistently represented

more than 65% of vulnerabilities across products, and across the industry, On Android, s
AR T2 [Google Online Security Blog]
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(Capability Hardware Enhanced RISC Instructions)

o ZRDSIT FDDShbDYAKDARPASEMFINALE,
£300MZEIZU TR T U KAFILE

B\ UNIVERSITY OF Q]

B> CHFELZEFIV T 1 LR DHS

Y bP—=FFTOFv »
_
* https://www.cl.cam.ac.uk/research/security

Project news

/C-tS rg /C he r|/ A Capability Hardware Enhanced RISC Instructions (CHERI)

Capsicum —

CHERI

PIs: Robert N. M. Watson (University of Cambridge), Simon W. Moore (University of Cambridge), Peter Sewell (University of

i . R . SEeTereT— aicad Cambridge), Brooks Davis (SRI International), and Peter (SRI International)
° } \_ 'ile 7 tt\\%"—li énj:-: ngj(capablll-tgj i:ggl;:x::.:;(lsn;(i:rs]:;)‘,,9I

CHERI Publications September 2023: We have posted CHERI ISAv9, which replaces CHERI-MIPS with CHERI- | \‘.

- RISC-V fi h , CHERI-MIP! , d fil
— AN = E — CHERI Software Stack ISC-V as our primary reference architecture, CHERI-MIPS is removed, merged register files
j :‘E are always used, tags are cleared In preference to exception throwing for non-monotonic
L uz E Z\ \ J CHERI Rigorous Engineering capability modification, and DDC/PCC no longer relocate memory accesses by default. CHERI-

RISC-V is substantially refined in preparation for standardisation. The CHERI-x86 sketch s
CHERI Clang/LLVM and LLD

now substantially more detailed.
I"jl:l t % E }b g— CheriBsD

CHERI Software Januar: y 2022: Arm has shipped its CHERI-enabled Morello prototype processor, SoC, and

Compartmentalizatio board! Read blog posts about this at Arm and Microsoft, and our own thoughts at
° ﬂfss \C C \J ; Lwﬂtﬁ HERI-WebKit
E! E B :d~ ‘ C veb

September 2019: Learn about the CHERI architecture! Our technical report An Introduction to CHERI is a high-level summary of our work
on CHERI architecture, microarchitecture, formal modeling, and software.

CHERI Concentrate

CHERI-RISC-V

DSIT: Department for Science, Innovation and Technology / RERIE « 41 I R—23> - ili&
DSbD: Diqgital Security by Desiagn
DARPA: Defense Advanced Research Projects Agency

2025 Codasip. All rights reserved. 33
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Intended buffer size Data area

A A
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® Codasip
® N CHER

. #/ Alliance Founder

Intended buffer size Confidential data area

A A

[

e
—

= my) 24 B =
-, [0) 0]
(E [ . . gé,_ 5;)_ g 8 . L] .
Data corrupted by Confidential data accessed
buffer overflow by buffer over-read
Z—)\—2J0— dA—)\—U—R
A " By,
Intended buffer size Executable code l@f@ﬂ’() \_I&%E

A

Malicious code injected °
by buffer overflow

1988: Morris Worm - sendmail, rsh/rexec

2003: SOL Slammer — MS SQL server

2014: Heartbleed - OpenSSL

2018: Adobe Flash Player — Win, Mac, Linux and
Chrome(OS

2019: WhatsApp VOIP - smartphones

e — W=/,
BE_1—REMT Source: Comparitech

© 2025 Codasip. All rights reserved.
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https://www.comparitech.com/blog/information-security/buffer-overflow-attacks-vulnerabilities/#:~:text=Buffer%20overflow%20attacks%20have%20been,gain%20significant%20mainstream%20media%20attention.
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e J\— RO FVICKBDUZF1UFT~+
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« EEDR
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- RERI— REEFEFEOLE/IME

« LDEINZRET DD ZEIRT S

BifF
C/C++
V=X
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¢ QcHER

J-R

* CHERIMO XA Uw ~
 fBIR7AO— RIES

e US4 )L d— RBEI(CCHERIO>)\— b XS NEAERR T D
e Arm. MRS, x8B/RE. XX FRI—FFTF v (WG
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* PointerzCapabilitylCESHRZ D - /\— RO T 7HIHIC KD T

CHERIEEL CHERIBD
|/
|/
. - - - I
Pointer mmp l :
3 !
1 O :
I © |
Data buffer Capability mmp | % I
H—

O ]

O ]

Pointer + A7t w ~ mmp Other data.. S
O

B A\D 7Tt X BN\ D 77 It (&
= &% | NG
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Data buffer

Other data...
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S5 T3 )0— RS ME o Codssly

=] H=E + {FERPD IKIE
bourlwdary bour|1dary
I I
1 |
l l
I I . . - -
Application I Application Application I Application Application Application
[ [
I I
I I
| I
' T e e m boundary _ _ _ — — — — -
Operating System Operating System Operating System
________ boundary _ _ _ _ _ _ - -
Hypervisor
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- Codasip CHERITE: IRiE * " oo

Codasip
CHERIXISIP 7 &
Jo5v NIA—LA

Digilent
Genesys 2
FPGA board

ith

41 53 53 57 4f 52 44 ©

) 4k

PASSWORD

1 this time
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s TEDEBRRA>

s REENRIYIZWIAL. EERT —YZEE
© XY IRIRIRE (RFY D - BFIT7)DEITH D =R

s CHERIDBNIET IOFT 4T RS> AM L - AEVIRERIHEDR
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- CHERIE:VJ DL

demo()%@ﬁy&W‘CX/S'uOJ:(Lde) Inié elRme(freie)

O—D)LEcHZ/ERL T D { - | ”
printf("CHERI Demonstration¥n¥n™);

3 TOTFE(L. — R // Add secret password to stack

VIRIDT) - Fa1UT1 DIELT
—3/\ \ \
(oa27z [88NIGRAT YT - AXY // Create byte array on stack

S ORE char array(16];
AT 3>TcaAI)I\AILENTULD

char password[9];

2025 Codasip. All rights reserved. 60
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[

1)

This demonstration adds two things onto the
A character array containing a secret

CHERI Demonstration

the attacker can overflow the byte array.

NOTE: the stack protector software protection IS ENABLED
The is compiled with -fstack-protector-strong
You can see the "canary" value @xadbaadbaadbaadba

Stack contents:
20017e80:b0 2 20 BE DE 84 bl 45 85 00 A0
2001 /E90: ¢ ; as ¢ ; as ¢ ' ; as as ab
200817ead: 53 52 a ad ba ad ba
20017ebo: 4¢ B0 20 00 0D OO OB 4c aa 06 00
208017ecd: A1 20 AP 0O AR AC T dz 87 00 2C
_____ PO 00 0P 00 00 AE (o)) 00 @
20017eed: P8 20 00 00 08 AC B4 B5 Qe
20017ef0:54 b 600 20 A0 PO OO OE (a]2] 038 00 2€
2pl17fee:4f 7f 901 20 00 00 00 08 4b bf d7 87 @88 2C

D =] M
) =

word on the stack: PASSWORD
: Oxadbaadbaadbaadba

Now we will do a buffer overflow attack with CHERI DISABLED.
vill overwrite the byte array on the stack with ©x21 bytes

This is the ASCII character '!'

How many bytes do you want to overwrite (

®
o ° Codasip

WD
JXXADT— R
PASSWORD

CHERI

Alliance Founder

O—FR

AT« FITF
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> CHERIZE: VYV J hIIY - tCEhES %o OO e

o A )\AS(ERF VT LIC2DDAESEIEZ
HERI D
s OXFED)\XT—R
* 16X ZFD)\1 ~ECLF
o 16EZNDB0 4153 53 57 4f 52 44(F. XFD
ASCIMETdH D
¢« ‘P CALS, 'S, WL 0, R, D’
o “ZXAAWT « AW IJRE HEBRNCLTLY
BIzsb. A2 )\AS(E) R T— RD&IC

BAEY ROAF U fE% 8% A
+ Oxadbaadbaadbaadba

© 2025 Codasip. All rights reserved.

D
AV SESE
PASSWORD

Stack contents:

80017£30: 00 00 00 00 00 00 00 00 0O OO 0O OO 00 00 ab

80017£40: 50
80017£50: 41 53 53 57 4f 52 44

80017f60: 00 00 00 00 00 0 00 00 00 00

62
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- CHERI=FE: CHERIZDISABLE o e

N\ I 7 A=)\=TJ0O0-REDLS | |
(. ) \/], F@Eﬁljd)*;%jiﬂif%ﬂ@ (I\)Iﬁ\I/E\IR\I/\IglévAI]IgEIEDG.t buffer overflow attack with

We will overwrite the byte array on the stack
e 16/\A NUTDOEZAM; T, /N1 NERE %= with Ox21 bytes This is the ASCIlI character’!’

= [ How many bytes do you want to overwrite (1
TEEXTBIRITHS P gamand by s (
P NEBATESAOC, JNRT=FE guepimmn|c L e/ Vy I 7 A —/\— D0~
HFU I EZMRIE T De]geEN D ZITD
A, \ NCS = J\A hNCTLESE
(XASCIIZF !

AN S EEBELETH (1~33) ?
ZCTE33/\ REEAH

2025 Codasip. All rights reserved. 063
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2) o CHERI..

i
[

- CHERIS-TE: CHERIZDISABLE (7=

ack contents:
p17 b f2 20 0E 00 A0
21 21 21 21 21 21
21 21 21 21
00 20 00 00 00 OO
F 81 20 60 00 0O OO

45 e 7d 21
21 21 21 21 21 21
21 21 21 21 21 21
a 95 0 00 Td ff
7T d2 @ 260 fd ff
pE B0 600 A0 OO AL 0P B 66 10 @0 600 0O o "
‘B3 84 OO 20 00 @0 00 0O 87 84 B5 1B e 15 ff /\le_ |\(a|'
=f0:54 b 60 20 00 O 00 0O 0O 0O 0O 90 20 ff ff NEEDFE(C

-
[ x]

N = A

W o MR

—
L

—

20017

20017100 :47T 20 PP OO 8 60 4b bT d7 0 20 fd Tf .
Eolz

Canary value: 0x2121212121212121

Note that stack protector didn't detect the attack.
Even though the stack protector canary is corrupted. Zg W 0 y jjj_UT

It only c the canary when we return from a function. I == =
Canary's current value is : 0x2121212121212121. = I\(j:J:Egéht_
Canary's expected value is : Oxadbaadbaadbaadba.

An attacker can use the corrupt values up to that point

and still do damage to the system.
to continue.. |:|

2025 Codasip. All rights reserved.
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- CHERIE: CHERIZENABLE o e

e CHERIZHBEZICUL T
BE/)\vIJ7A—)\—2J0O—%9

We will overwrite the byte array on the

*c AT 7@35”7_&’ Jty kLT, stack with - this time
HIONEICRY How many bytes do you want to
« UMU. BIELIEHFVUIEEDEE overwrite (1to 33)?
. FEEYS) (1 B 0Xad

2w EDINA NERFIZOXMT L BET S
fANA S EEZUETH (1~33) ?
C CTCl320/\1 hEZIAH

2025 Codasip. All rights reserve d. 66
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- CHERIZ-

=: CHERIZENABLE (5-

Now let's
We will
(but still

try a buffer overflow with

res

e corrupted canary value).

contents:

Stack
7eB0: f2
as

20017e80:bE
2001790 :
20017ea%: 53
200 %b06 AR 26
»17eco: 01 2€
8]2)
00 .
00

Z0017edd:
01 .

(0]4]
as
4f
(0]3]
(0]4]
(0]4]
00
00
(0]4]

(9]¢)
as
52
(0]2)
(9]¢)
(9]¢)
0e
(8]¢]

00
as
44
00
00
(0]4]
00
00
00

00 84
as ab
00 21
00 4c
80 3b
00 06
00 07
00 0O
08 4b

NN
L

(k]
|_l

-

~

-
[ ]

20017eeB:
20017ef0:
20017fTO0: 4T

—
o

—
o I

—
e

ret password on

T ¢: PASS5WORD
0x2121

2121

value:

We will overwrite the byte array on the stack with
How many bytes do you want to overwrite (1 to 33)7

2025 Codasip. All rights reserved.

—

CHERI ENABLED. ..

et the stack arrays back to their previous
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contents FAZZ D
AL N
PASSWORD

- "
et
—
=

AREYD -« BFIT
Od— R(&
LFESENEFEF

—
=
—
=

—
AW

Pd d
=

Bx41 this time
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- CHERITFE: CHERIZENABLE (T

L A o o T B s o o o o 2 o S N ST S BRSO S S ST
++ EXCEPTION HAMDLER: ++
L A o o T B s o o o o 2 o S N ST S BRSO S S ST

o T L e E
++ EXCEPTION HANDLER: ++
o T L e E

o e o L o o

++ EXCEPTION HANDLER: ++
o e o L o o

CHICkD, BEEE
JRD— REMBT N
TERL)

o e o B ot e o e s
++ EXCEPTION HANDLER: ++
o o et o o o S

00 00 00 84
41

pe 0o

20 A0 08 00 4b bf
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CHERI H'
J\w J7A—)\—2J0O—
Z ALt

AT - AFUT
d— R
FESSNEFEE

/ writes beyond the array.
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CHERI provides a much more robust runtime protection

Exiting the function now...
It is only at this point that -fstack-protector will work

L g e e e e e e e e e e e e e e e e e e e
** Stack-protector: ooy
L g e e e e e e e e e e e e e e e e e e e

T DI
RV - AFIT7I—RH
A EURIRZ &R

2025 Codasip. All rights reserved.
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* CHERIEE L DIZE:
« WEEH(FX)  RT—RZREREU. BEEIDICENTED
e SAFAIFRE(CEONI . EMExilkicd D
s RN EIRICESINDOEEENHDD
o AW - HFUTF(FI\A)NRAEN. IR0

 CHERIBD DinS:
« REBN)\XD—RZEBALDEEIT Dz
« REZIRAL. MISHRZFBODZENTEDS
« WRIEMEDEFE
o 2A9WT « DFUTFDXDIFRETII AT Z X AFHETRLN

* CHERI[EZ. INTDAEV P ICARAZI00%FIVIITS
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15:40 - 16:00
(3sT)

6:402 - 7:00a
(GMT)

16:05 - 16:25
(JST)

7:05a - 7:25a
(GMT)

16:30 - 16:50
(3sT)

7:30a - 7:50a
(GMT)

16:55-17:15
(JST)

7:55a - 8:15a
(GMT)

F4

hi

CHERIZSA 7 2R : BFATAICHEETNELF I YT 1 ZHlHAD
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Full steam ahead to commercialization

Robert N. M.Watson, Simon W. Moore, Peter G. Neumann, Jonathan Woodruff
Hesham Almatary, Ricardo de Oliveira Almeida, Jonathan Anderson, Alasdair Armstrong, Rosie Baish, Peter Blandford-
Baker, John Baldwin, Hadrien Barrel, Thomas Bauereiss, Ruslan Bukin, Brian Campbell, David Chisnall, Jessica Clarke,
Nirav Dave, Brooks Davis, Lawrence Esswood, Nathaniel W. Filardo, Franz Fuchs, Dapeng Gao, lvan Gomes-Ribeiro,
Khilan Gudka, Brett Gutstein,Angus Hammond, Graeme Jenkinson, Alexandre Joannou, Mark Johnston,
Robert Kovacsics, Ben Laurie, Marno van der Maas, A.Theo Markettos, ]. Edward Maste, Alfredo Mazzinghi,

Alan Mujumdar, Prashanth Mundkur, Steven |. Murdoch, Edward Napierala, George Neville-Neil, Kyndylan Nienhuis,
Robert Norton-Wright, Philip Paeps, Lucian Paul-Trifu, Allison Randal, Alex Richardson, Michael Roe, Colin Rothwell,
Peter Rugg, Hassen Saidi, Peter Sewell, Thomas Sewell, Stacey Son, lan Stark, Demagoj Stolfa, Andrew Turner,
Munraj Vadera, Konrad Witaszezyk, Hongyan Xia,Vadim Zaliva, and Bjoern A. Zeeb

RISC-V Tokyo Day 2025 Spring

@ RISC- VEH;PL & 7‘- = j )l—*ﬁﬁ% University of Cambridge and SRI International
19, .4 UK Research RISC-V Tokyo Summit
=4 N and Innovation February 27,2025
) ™ CAMBRIDGE

2026/02/27,16:30 - 17:16

27 February 2025

—> .: Codasip
Let’s make a
standard for CHERI-

Q) CHERI
The CHERI Alliance

Embedding improved security in electronic systems

RISC-V

To make memory safety available for everyone,

Dr Marno van der Maas from small cores to high performance
oWRISC - Founding Member of the CHE§\ Alliance

Tariq Kurd, Chief Architect at Codasip, Based in Bri
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O Join the Alliance now!

Demonstrate Network, learn
security and get visible
leadership
Save on costs Collaborate
(learning, promotion, with the

development, ...) communiTy

@@®®@ 08 December 2025

Accelerate
adoption of
CHERI

Q) CHERI
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O Member benefits

For all members

¢ Demonstrate security leadership

e Vote in elections, get elected

e Join committees / working groups
e Drive alignment and standards

e Leverage joint open-source efforts
e Early access to CHERI code

e Network and exchange
¢ Member-only address book
¢ Member-only content, reports, info

@@®®@ 08 December 2025

Y CHERI

Alliance Member

Accelerate adoption of CHERI
Benefit from CHERI marketing

Free visibility on CHERI Alliance
Website
¢ Member page

e Blog

Free visibility at events *
e Speaking slots, webinars
¢ Booth, demo

Show product compliance **

Q) CHERI
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O Organized by the CHERI Alliance

CHERITech CHERI Blossoms Conference
e Technical focus ¢ Main event
e Free entry (even non-members) e Free entry (even non-members)
e Talks, demos, workshops e Talks, demos, networking
¢ Research updates ¢ Published online
¢ Next edition ¢ Next edition
¢ CHERITech'2025 ¢ CHERI Blossoms Conf 2026
¢ 14" November 2025 e 26-27" March 2026
¢ Manchester ¢ Cambridge

@®® 08 December 2005 See all events: https://cheri-alliance.org/events @ CHERI
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) CHERI
THANK YOU

Contact contact@cheri-alliance.org

Web www.cheri-alliance.org

This work © 2025 by CHERI Alliance is licensed under CC BY-SA 4.0 (Creative Commons
Attribution-ShareAlike 4.0 International) — https://creativecommons.org/licenses/by-sa/4.0/
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™\ CHERI

Alliance Founder

%
Thank youl!

takaaki.akashi@codasip.com
contact japan@codasip.com
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