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This publication s available free of charge from:
hitps://dor.org/10.6028/NIST SP.800-193

T A MF =2 EBRT BRTICT LT, 3 DDEENZIEK
- Root of Trust for Update (RTU)
- Root of Trust for Detection (RTD)

i, - Root of Trust for Recovery (RTRec)

COMPUTER SECURITY

VRATLY T b7 T EEROTEREE L, FFIRER

https://nvlpubs.nist.gov/nistpubs/SpecialP > EE; ‘:1%%? 3 6 Root of Trust’f\':&k'. L f:'t' =F o U '7—- 14 X jJ :ZL\

ublications/NIST.SP.800-193.pdf

@ Data - Faster « Safer



IL—FrA T S X FDEIR

Security Options:

Development Cost

Security

Flexibility

Software only Low High
Enhanced Software (Whitebox, obfuscation, etc.) Low/Medium Low/Medium Medium
Software in TEE (Trusted Execution Environment) Low Low/Medium Medium
Application-specific security hardware Medium High _
TPM or Secure Element _ Very High Medium
Programmable Hardware Root of Trust Low Very High High
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Secure Functionality:

* Secure data storage

* Secure key storage
CryptoManager Root of Trust . y B
* Device personalization

Secure * Key and data provisioning
i Custom . icati
Processing Secure Authent.lcatlon
E_ RISC-V M * Attestation
emory )
Host CPU CPU * User data privacy
o e ™ * Secure boot
* Secure firmware update
Crypto Accelerators Secure communication
(AES, SHA, others... * Runtime integrity checking
* Cryptographic acceleration

* Secure protocol implementation

* Secure debug

* Feature/configuration/SKU
management

A secure Root of Trust that provides a foundation for security throughout the SoC
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Simplified Block Diagram
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RISC-VD3 L AN JLDprivilege 7 —F T User Applications
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« Userlevel: A—H—®FXa177TY

e Supervisor level: ZephyrZ2 R—X[Z L
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e Machine level: %2 1) T4 €A
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Security Monitor

Container Permissions MPU Root
Manager Manager Manager Manager
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RT-660
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Compact

Full

Cloud/Al/ML

FIPS CMVP Cert

Government

Military

Automotive

Ideal for designs where security is important but silicon space is at an absolute
premium

Expands on 610 with a higher-capability set of crypto accelerators

Targets specific needs of Cloud, Al, and ML users

FIPS 140-2 CMVP certified version of RT-620

Expanded version of RT-650 aimed at higher security government applications

Highest level of security aimed at the most sensitive military uses

ISO-26262 certified Root of Trust core for automotive deployment
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