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Do you know TEE?



Do you know TEE?

— TEE means “Trusted Execution Environment”.

— TEE offers a Hardware-assisted Isolated Execution Environment
from normal Operating system.
* Intel SGX (Software Guard eXecutions)
* ARM TrustZone

 RISC-V offers some implementations because of open source!
—  Keystone, MultiZone, Sanctum, MI6, TIMVER-V
—  RISC-V Foundation has TEE Working Group (AIST is a member!)




AIST

What is different from other isolated execution?

Stakeholder map We can run
an own app!

CPU/Product BIOS/UEFI vendor Service Provider / User
Vendor Intel SGX
User Programmable ARM TrustZone

RISC-V Keystone, MultiZone,
Sanctum MI6, TIMVER-V

RISC-V offers some

Intel ME (MINIX) implementations because of open
Updateable source!
__________ | _ _ _Apple T2
Google Titan

MS Azure Pluton

hardcoded TPM




AIST

We customized Keystone on FPGA.

Untrusted Trusted Side
Side

enclave Keystone U mode
host Enclave App

Remote Attestation




RISC-V TEE Research Map

RISC-V Foundation has TEE Working Group
IETF discusses a new protocol “TEEP (Trusted Execution Environment Provisioning)” to

manage Trusted Application in TEE (AIST works for TEEP) .
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